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1 List of Contributing Members

The following members of the MEF participated in the development of this document and have requested
to be included in this list.

e Bell Canada
e Ciena

e Cisco

e Comcast

2 Abstract

The increased usage of cloud services, mobile devices, work from home employees, shadow IT, and the
Internet of Things (IoT) has dissolved traditional network perimeters. Services must evolve to provide
secure User, Device and Application access to the Subscriber’s networked resources (referred to as Target
Actors in this document) from any location including interactions with third-party organizations, e.g.,
business partners, and contractors.

A Zero Trust cybersecurity approach removes the assumption of trust from these Users, Applications, and
Devices (referred to as Actors in this document). It focuses on accessing Target Actors in a secure and
authorized manner enforcing rigorous access controls and continually inspecting, monitoring, and logging
network activity from the different Actors. This requires data-level protections, a robust identity
architecture, and strategic micro-segmentation to create granular trust zones around a Subscriber’s digital
resources.

Zero Trust evaluates access requests and network traffic behaviors in real time over the length of active
Sessions while continually and consistently recalibrating Subject Actor access to Target Actors and
associated Policy Actions.

In summary, this document defines a Zero Trust Framework and associated requirements addressing
Identity and Authentication of the different Actors plus Policy-Based Access Control providing
enforcement at Policy End Points. The goal of this Zero Trust Framework is for associated Identity,
Authentication, Policy Management and Access Control processes to be continuously and properly
constituted, protected, and free from vulnerabilities when implemented and deployed. This Zero Trust
Framework also defines Service Attributes, which are agreed between Subscriber and Service Provider to
enable Service Providers to implement and deliver a broad range of services that comply with Zero Trust
principles. This Zero Trust Framework is not intended as a stand-alone, implementable entity, a Zero Trust
service, or Zero Trust product.

This document supersedes and replaces MEF 118 [15].

MEF © MEF Forum 2024. Any reproduction of this document, or any portion thereof, shall contain the following  Page 7
Standard statement: “Reproduced with permission of MEF Forum.” No user of this document is authorized to modify
MEF 118.1 any of the information contained herein.
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3 Terminology and Abbreviations

This section defines the terms used in this document. In many cases, the normative definitions to terms are
found in other documents. In these cases, the third column is used to provide the reference that is controlling,
in other MEF or external documents.

Term

Definition

Reference

Access Control (AC)

A process that utilizes an Access Control Policy to determine whether a
request should be Allowed or Blocked

This document

Access Control Policy

A Policy that defines which Subject Actor(s), under what circumstances, may
access which information from which Target Actor

This document

The set of processes that measure, analyze, and report on information for the

Accounting purpose of making a decision related to Actors This document
Actor A User, Device or Application This document
Actor ID An Actor’s unique identifier This document
Allow The Policy Action which permits one or more operations as specified by an This document

Access Control Policy

Application (App)

A software program including associated Application Programming
Interfaces (APIs)

Adapted from
NIST SP 800-37
[20]

Application
Programming
Interface (API)

A software computing interface that exposes Application functionality to
external systems

This document

Altribute-based An Access Control approach in which access is mediated based on attributes Adapted from
Access Control associated with Subject Actors and Target Actors NIST SP 800-
(ABAQC) 162 [26]
Auditing The process of independently reviewing records and activities of an operation | This document
Adapted from

Authentication

The process of verifying the Identity of a Subject Actor

NIST SP 800-12
[19]

Authorization

The process that results in Allowing or Blocking a Subject Actor from
accessing a Target Actor

This document

Block

The Policy Action which denies a one or more operations as specified by an
Access Control Policy

This document

Business Awareness

The knowledge and understanding of business concerns and regulations that
need to be considered for Access Control decisions

This document

Context The measured and inferred knowledge that collectively describes the Industry paper
Environmental Conditions in which an Actor exists or has existed [31]
Context AWareness The knowledge and understanding of how changes in Subject Actor needs, ETSI GS ENI
Environmental Conditions, and business goals affect decision-making 005 [17]
Adapted from
Credential An object or data structure that authoritatively binds the Identity of an Actor [23] NIST SP
800-63-3
Delegation ;jl’hg process whe_re_an Originating Actor a}ss_igns some or all its privileges This document
erived from Policies to one or more Recipient Actors
The Actor receiving the assignment of a set of privileges from another Actor
Delegate that has the authority to assign said privileges and Policies for a given time This document
period
Device A physical instance of electronic equipment that connects to a network This document

Direct Delegation

The process where a Recipient Actor receives all privileges derived from
Policies from an Originating Actor

This document

MEF
Standard
MEF 118.1

© MEF Forum 2024. Any reproduction of this document, or any portion thereof, shall contain the following
statement: “Reproduced with permission of MEF Forum.” No user of this document is authorized to modify
any of the information contained herein.
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Term Definition Reference
Discretionary Access | A means of restricting access for all Subject Actors based on the access ﬁ?g.ﬁ)_tg%féggl
Control (DAC) policies defined by the System Administrator of the Target Actor 192 [28]

Event

An asynchronous action or occurrence that initiates further analysis

This document

Identifier String

A string consisting of one or more UTF-8 characters in the range of 32-126
(0x20 to 0x7e).

This document

The set of characteristics by which a Subject or Target Actor is recognizable | Adapted from
Identity and that, within the scope of an IdP’s responsibility, is sufficient to uniquely NIST SP 800-
disambiguate an instance of that Actor from an instance of any other Actor 161 [29]
Identity Management | The process that manages the verification, validation, and issuance of Q?S.ﬁ)_tg%fégglz
(1dMm) Identities [19]
Adapted from

Identity Provider (1dP)

The organization that manages the Authentication Credentials of an Actor

NIST SP 800-63-
3[23]

Indirect Delegation

The process that uses a dedicated mechanism to grant an Originating Actor’s
unique privileges derived from Policies to one or more Recipient Actors

This document

Intermediary

A component that between a Subject Actor and Target Actor that intercepts
the request from the Subject Actor, and forwards the request to the Target
Actor, or another Intermediary. It also intercepts the response from the Target
Actor and forwards the request to the Subject Actor or another Intermediary

Adapted from
NIST SP 800-95
[24]

Least Privilege

A security principle that a Service should restrict a Subject Actor access to a
Target Actor to the minimum amount necessary based on the Subject Actor’s
Role or Roles

Adapted from
CNSSI No. 4009
[30]

Legal Entity An individual, organization, or company that has rights and obligations This document
Legal Entity The certificate of the registration authority or the company registration This document
Credential Credential of the certificate authority

Lightweight Directory
Access Protocol

The protocol that provides access to distributed directory services that act in
accordance with X.500 data and service models

RFC 4511 [3]

(LDAP)
Mandatory Access A means of restricting access to Target Actors based on the sensitivity of the | Adapted from
Control (rl\)/ll AC) information contained in the Target Actors and the formal Authorization of NIST SP 800-53
Subject Actors to access information of such sensitivity [21]
Message Authenticit The outcome of the process that provides assurance of the integrity of NIST SP 800-
g y messages, documents, or stored data 152 [25]

. L . _— N Adapted from

Multi-Factor An Authentication system that requires more than one distinct Authentication
o NIST SP 800-63-

Authentication (MFA) | factor. 3[23]

Open Authorization
Protocol (OAuth)

An open-standards protocol that enables secure Authorization in a simple and
standard method from web, mobile and desktop Applications

RFC 5849 [5],
RFC 6749 [6]

OpenlD Connect
(OpenIDC)

A simple Identity layer on top of the OAuth 2.0 protocol

OpenlD Connect
[10]

Originating Actor

The Actor assigning some or all its privileges derived from Policies to one or
more Recipient Actors

This document

A set of rules used to manage and control the changing or maintaining of the

Policy state of one or more managed objects MEF 95 [14]
Policy Action Definition of what is to be done to enforce a Policy, when the conditions of Adapted from
Y the Policy are met RFC 3198 [2]

Policy Administration | An entity that provides an interface for creating, managing, testing, and Adapted from
. h - . N . . NIST SP 800-

Point (PAP) debugging Policies, and storing these Policies in an appropriate repository 162 [26]
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Term

Definition

Reference

Policy-based Access
Control (PBAC)

An Access Control method that uses Policies to determine the appropriate
type of Access Control based on the Subject and Target Actors’ Service
Attributes and behavior, the current Situation, and applicable business
requirements

This document

Policy Decision Point . o ) _ o Adapted from
(PDP) An entity that computes access decisions using a set of Evaluation Policies NIST SP 800-
162 [26]

Policy End Point

A location where one or more Policy-related functions are placed

This document

(Policy EP)

Eg::](iy(PEE;(;rcement An entity that implements Policy decisions that were made by the PDP This document
Policy Information A repository of the data required for Policy evaluation needed by the PDP to Q?S.?tg%fégg
Point (PIP) make a decision 162 [26]

Recipient Actor

The Actor receiving some or all its privileges derived from Policies from one
or more Originating Actors

This document

Risk

A measure of the extent to which threats by a potential circumstance or event,
and typically a function of: (i) the adverse impacts that would arise if the
circumstance or event occurs; and (ii) the likelihood of occurrence.

Adapted from
CNSSI No. 4009
[30]

Risk Awareness

The knowledge, understanding or recognition of the potential hazards that
could be caused by or to a Subject or Target Actor that need to be considered
for Access Control decisions

This document

I . Adapted from
Role A set of responsibilities assigned to an Actor MEF 78.1 [13]
Role-based Access A collection of access Authorizations a Subject or Target Actor receives Adapted from
. NIST SP 800-53
Control (RBAC) based on a given set of Roles [21]
Role Obiect A class instance that defines computing responsibilities using a set of Adapted from
) attributes, methods, relationships, or constraints MEF 78.1 [13]
Security Assertion The set of specifications describing security assertions that are encoded in
Marku yLan uage XML, profiles for attaching the assertions to various protocols and OASIS SAML
P Languag frameworks, the request/response protocol used to obtain the assertions, and [11]

(SAML)

bindings of this protocol to various transfer protocols such as SOAP or HTTP

The means used to associate a set of security attributes with a specific

NIST SP 800-53

Security Label information object as part of the data structure for that object [21]

s . . . . Adapted from
eparation of Duty The security principle that mandates that no User should be given enough NIST SP 800-

(SoD) privileges to be able to misuse or compromise a system on their own 192 [28]

Service

A MEF-defined service

This document

Service Provider (SP)

An organization that provides Services to Subscribers. In this document,
“Service Provider” refers to an organization that delivers services that comply
with this Zero Trust Framework

This document

An ephemeral flow of IP packets between a specific Subject and Target Actor

Session pair This document
Situation ;jl’he_ s_et of cirgumstances and conditions at a given time that may influence ETSI ENI [17]
ecision-making.
The perception of data and behavior that pertain to the relevant circumstances
or conditions of a system or process, the comprehension of the meaning and
Situation Awareness significance of these data and behaviors, and how processes, actions, and new | MEF 95 [14]

situations inferred from these data and processes are likely to evolve in the
near future

Subject Actor

An Actor requesting access to a Target Actor

This document

MEF
Standard
MEF 118.1
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Term

Definition

Reference

Subscriber

The organization that purchases or uses a Service that uses this Zero Trust
Framework

This document

System Administrator

The User Actor, assigned the Role that is authorized to create and maintain
Policies

This document

Target Actor

An Actor that a Subject Actor wants to access

This document

Threat Monitoring
Service

A service that monitors threats and provides an assessment score of the threat
that can be used by a Service Provider to calculate a RiskScore

This document

. . . . . . - Adapted from
Trust Domain A security dqmaln that implements a security Policy and is administered by a CNSSI No. 4009
single authority [30]

User

A person

This document

Single Sign-On (SSO)

A process that allows a User to be authenticated across multiple
administrative domains with one set of login Credentials

This document

Uniform Resource
Identifier (URI)

A federated and extensible naming system wherein each scheme's
specification may further restrict the syntax and semantics of identifiers using
that scheme

RFC 8820 [8]

Zero Trust Framework
(ZTF)

A cybersecurity architecture where Subject Actors are authenticated,
authorized, and continuously validated before being granted access to, or
maintain access to, or perform operations on Target Actors

This document

Table 1 - Terminology and Abbreviations

MEF
Standard
MEF 118.1
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4 Compliance Levels

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in
this document are to be interpreted as described in BCP 14 (RFC 2119 [1], RFC 8174 [7]) when, and only
when, they appear in all capitals, as shown here. All key words must be in bold text.

Items that are REQUIRED (contain the words MUST or MUST NOT) are labeled as [Rx] for required.
Items that are RECOMMENDED (contain the words SHOULD or SHOULD NOT) are labeled as [Dx]
for desirable. Items that are OPTIONAL (contain the words MAY or OPTIONAL) are labeled as [Ox]
for optional.

A paragraph preceded by [CRa]< specifies a conditional mandatory requirement that MUST be followed
if the condition(s) following the “<” have been met. For example, “[CR1]<[D38]” indicates that
Conditional Mandatory Requirement 1 must be followed if Desirable Requirement 38 has been met. A
paragraph preceded by [CDb]< specifies a Conditional Desirable Requirement that SHOULD be followed
if the condition(s) following the “<” have been met. A paragraph preceded by [COc]< specifies a
Conditional Optional Requirement that MAY be followed if the condition(s) following the “<” have been
met.
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5 Introduction

Zero Trust has become the principle and essential strategy to secure the operation of Services for Users,
Devices, and Applications across the entire network and information technology ecosystem.

5.1 Zero Trust Principles and Methodologies

In Zero Trust work, the principle of “never trust, continually verify” is applied to services and software and
how they are operated, managed, and developed, with safeguards for customer data. In addition, National
Security Telecommunications Advisory Committee [37] defines a five-step process for Zero Trust
implementations of (1) Defining the protect surface, (2) Mapping transaction flows, (3) Building a Zero
Trust Architecture, (4) Creating a Zero Trust Policy, and (5) Monitoring and maintaining the network as
described in the above documents are closely aligned with this work.

Zero Trust principles defined within this framework apply to MEF Services. These foundational principles
are well established in the report by the National Security Telecommunications Advisory Committee [37]
and the NSA’s Embracing a Zero Trust Security Model [38].

5.2 Applying Zero Trust to MEF Services

This document applies Zero Trust principles to the operation of the Services. A Zero Trust Framework
(ZTF) is a cybersecurity architecture where Subject Actors are authenticated, authorized, and continuously
validated before being granted access to, or maintain access to, or perform operations on Target Actors. A
Service Provider would use this ZTF in conjunction with a MEF Service, subsequently referred to as
Service, which promises to ensure that the Subscriber’s Subject Actors cannot access Target Actors unless
explicitly permitted by the Subscriber. In this ZTF, an Identity Provider (IdP) is used to identify and
authenticate Subject and Target Actors. However, Actor identification may vary depending upon the
Service capabilities. For example, an IP Service may only be able to identify Devices based on their IP
address and not individual Users or Applications. In this case, the Service would use the ZTF to protect
Devices and not Users or Applications. How Users, Devices, and Applications are identified would be
determined by the Service using this ZTF and thus their identification is beyond the scope of this document.

A Service complying with this ZTF enforces the principal of Least Privilege for Authenticated Actors while
continuously monitoring and evaluating Subject Actor access privileges based on the Actor’s behavior.

Cloud adoption and digital transformation are happening at an accelerated pace and organizations have been
forced to rethink their security architecture accordingly. Organizations now have more Users, Devices
(including 10T Devices) and Applications distributed across their network than ever before, which in turn
makes their current centralized security architecture less effective. With many people working from home,
often on personal (not corporate-controlled) Devices, the attack surface for organizations has dramatically
increased and the security posture of such Devices has decreased.

The goal of this Zero Trust Framework is for associated Identity, Authentication, Policy Management and
Access Control processes to be continuously and properly constituted, protected, and free from
vulnerabilities when implemented and deployed.

The manner in which Services are implemented and deployed are beyond the scope of this document.
However, to minimize the risk of introducing new vulnerabilities, Services should implement the attributes
defined in this document and adopt the Zero Trust principle of “never trust, continually verify” and to
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minimize the risk of introducing new vulnerabilities. Services ought to verify (1) the operation of their
organization, (2) development of services and any hardware and software that comprise the Services and
(3) the operations and management of the services, hardware, and software.

At a minimum Service Providers ought to intercept the NIST and CISA recommendations for self-
attestation to enable customer confidence. This will assist Service Providers to manage their customer
relationships with public sector Subscribers.

Although NIST and CISA are U.S.-based organizations, multi-national Service Providers doing business in
the United States will need to conform similarly to how compliance to the European Union’s GDPR
standard has become an international standard.

This document is organized as follows:

e Section 6: MEF Services using this Zero Trust Framework

e Section 7: Zero Trust Framework

e Section 8: Identity Management

e Section 9: Actors

e Section 10: Actor Relationships among Identity, Roles, Context, and Capabilities
e Section 11: Roles, Least Privilege, and Separation of Duty

e Section 12: Access Control

e Section 13: Policy Functional Entities

e Section 14: Policy-based Access Control (PBAC)

e Section 15: Delegation and Revocation of Actor Privileges

e Section 16: Zero Trust for Non-programmatic User-to-User Interactions

e Section 17: Lifecycle Management of Zero Trust Policies

e Section 18: Continuous Monitoring Method Service Attribute

e Section 19: References and Resources

e Appendix A: Example Use Cases for Policy End Point Placement (Informative)
e Appendix B: Use Case Example for Actor Delegation (Informative)

e Appendix C: Converting Trust Confidence Score to Risk Score (Informative)

e Appendix D: Event-based Continuous Monitoring and Security Function Examples (Informative)
e Appendix E: Continuous Monitoring Use Cases by Actor Type (Informative)

e Appendix F: Use Case Example for User-to-User Actor Zero Trust Interactions (Informative)
e Appendix G: Major Changes from MEF 118 (Informative)

e Appendix H: Acknowledgements (Informative)
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6 MEF Services using this Zero Trust Framework

MEF Services are defined using Service Attributes. A Service Attribute captures specific information that
describes some aspect of the Service behavior. Service Attributes are agreed between the Service Provider,
an organization that provides Services to Subscribers, and a Subscriber, which is the organization that
purchases or uses a Service that uses this Zero Trust Framework. How such an agreement is reached, and
the specific values agreed upon, might have an impact on the price of the Service or on other business or
commercial aspects of the relationship between the Subscriber and the Service Provider; this is outside the
scope of this document. Some examples of how agreement could be reached are:

e The Service Provider mandates a particular value

e The Subscriber selects from a set of options specified by the Service Provider

e The Subscriber requests a particular value, and the Service Provider accepts it

e The Subscriber and the Service Provider negotiate to reach a mutually acceptable value

Service Attributes describe the externally visible behavior of the Service as experienced by the Subscriber
as well as the rules and Policies associated with a MEF Service. However, they do not constrain how the
Service is implemented by the Service Provider. The initial value for each Service Attribute is agreed upon
by the Subscriber and the Service Provider in advance of the Service deployment. At any time, the
Subscriber and the Service Provider may subsequently agree on changes to the values of certain Service
Attributes. This document does not constrain how such agreement is reached, e.g., a Service Provider may
allow the Subscriber to select an initial value from a pre-determined set of values or allow them to change
their selection at any time during the lifetime of the service.

This document defines the components of a ZTF, their Service Attributes, and associated requirements that
would be used when creating a broad set of Services, e.g., Secure Access Service Edge (SASE) services,
Security Service Edge (SSE) services, Software-defined Wide Area Networking (SD-WAN) services,
cybersecurity services, etc., that incorporate Zero Trust. This ZTF does not define a Service but defines the
requisite properties and associated Service Attributes for Service Providers to use when creating such
Services to deliver to their Subscribers in order to comply with this ZTF.
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7 Zero Trust Framework

A Zero Trust Framework consists of the following key elements, as illustrated in

Identity Management (IdM) Access Control (AC)
* Actor Identity uses selects Access Control Mechanism
* Actor Authentication < g Mandatory Access Control (MAC)
* Multiple Identity Providers (IdP) * Discretionary Access Control (DAC)
* Role-based Access Control (RBAC)
* Attribute-based Access Control (ABAC)

Continuous Monitoring Policy Management
* Time-based * Actor Authorization
* Event-based Qﬂh * Selection and Execution of AC Mechanism
* Data-driven * Policy Administration Point (PAP)
* Accounting * Policy Information Point (PIP)
* Policy Decision Point (PDP)
* Change in Policy Decision (Triggered by Monitoring)

affects
enforces at
Subject Actors Policy Endpoints Target Actors
* Users connects with | , 5 . . connects with | * Users
“Davites | > PO|ICY Enforcemgnt I?omt (PEP) > » Devices
* Applications * Continuous Monitoring * Applications

Figure 1. Note that the figure provides a conceptual, macro-level view of some of the interactions between
the key elements. These ZTF elements would be applied to a MEF service.

e Subject Actor

e Target Actor

¢ Identity Management

e Access Control

e Policy Management

e Policy End Points

e Continuous Monitoring

The Service using this ZTF uses Policies for both Subject and Target Actors to determine if the Subject
Actor is permitted to access the Target Actor and if the Target Actor is willing to accept access from the
Subject Actor. In a ZTF, all interactions between a Subject Actor and Target Actor are assumed to be
malicious. Therefore, all interactions are Blocked, unless a Policy authorizes the interaction. Furthermore,
if no Policy exists for a Subject Actor, then the Actor’s access will be Blocked. The Service enforces
Policies at the Policy End Points. The Service Provider places Policy End Points, where appropriate for a
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given Service. For example, they could be placed within the Subject Actor Device, the Target Actor (when
under control of the Subscriber), or on another networking Device such as an SD-WAN Edge (MEF 70.2
[12]), Ethernet switch, or Wi-Fi access point. Use case examples of Policy End Point placement are
described in Appendix A.

Subject Actors can perform operations on a set of Target Actors if Allowed by an Access Control Policy
defined by the Subscriber and permitted by the Service. An Access Control Policy is a Policy that defines
which Subject Actor(s), under what circumstances, may access which information from which Target Actor.
An Access Control Policy encompasses the human-readable Policy in addition to the machine-readable
Policy assertions. Identity Management (IdM) may be provided by one or more 1dM systems that may be
provided by the Subscriber or a third-party Identity Provider (1dP). The IdM systems manage the Actor’s
and its Delegate’s identities. Policies use Policy-based Access Control (PBAC) that may select different
Access Control (AC) mechanisms (described in section 12.1) while performing Authentication,
Authorization, Accounting, and Auditing (AAAA) of the Actor and its Delegates. Access Control is a
process that utilizes an Access Control Policy to determine whether a request should be Allowed or Blocked.
To simplify notation, this document uses the term Actor to refer to both an Actor and its Delegate, except
where differences need to be discussed for each.

The Service continuously monitors the authenticated Actors for compliance with their Policies. When found
to be non-compliant, the Service reevaluates Policies for Actors that may result in a different Policy Action,
e.g., Block Subject Actor from accessing a Target Actor. The Service reevaluates a Policy based on different
types of triggers, including time-based (e.g., automatically Block a Subject Actor after 30 minutes), event-
based (e.g., a Target Actor has been found to be compromised by malware so Block the Subject Actor from
accessing the Target Actor), or data-driven (e.g., through machine learning, an anomalous pattern of
behavior has been determined for the Subject Actor and thus the Subject Actor is Blocked from accessing
the Target Actor). Throughout this document, the term “Policy” refers to a Policy that uses PBAC unless
explicitly stated otherwise.
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Identity Management (IdM) Access Control (AC)
* Actor Identity uses selects Access Control Mechanism
* Actor Authentication <+ > . Mandatory Access Control (MAC)
* Multiple Identity Providers (IdP) * Discretionary Access Control (DAC)
* Role-based Access Control (RBAC)
» Attribute-based Access Control (ABAC)

Continuous Monitoring Policy Management

* Time-based * Actor Authorization
* Event-based affects | . Selection and Execution of AC Mechanism
* Data-driven * Policy Administration Point (PAP)
* Accounting * Policy Information Point (PIP)

* Policy Decision Point (PDP)

* Change in Policy Decision (Triggered by Monitoring)

affects
enforces at

Subject Actors Policy Endpoints Target Actors
* Users connects with | , 5 . . connects with | * Users
s Davias ) PollcY Enforcemgnt I_’omt (PEP) » Davicas
* Applications * Continuous Monitoring * Applications

Figure 1 - Key Elements of a Zero Trust Framework

The Zero Trust Framework Service Attributes defined in this document can be used by network services,
cybersecurity services, or a collection of services, e.g., Secure Access Service Edge (SASE) services.

[R1] To comply with this ZTF, the Service Provider MUST encrypt all Service Attribute
parameters and their respective values defined in this document, both at rest and in transit,
using common cryptographic suites.

For example, once a User logs into a portal that uses encrypted Credentials, they can then view and make
changes, if permitted, to the Service Attribute parameter values. When the User saves their changes or
reviews the information, the information is again encrypted. The method provided by the Service Provider
to modify and review encrypted Service Attribute parameters and values is beyond the scope of this
document.

[D1] This document RECOMMENDS that the cryptographic suites in [R1] use NIST
cryptographic algorithms defined in NIST SP 800-175B [27]

Per [R1], the expectation is that encryption is applied all the time. However, some decryption and
subsequent re-encryption may occur in certain “trusted” places where the information must be processed.
Such places may be inside a Service Provider secure data center where the information may need to be
processed by other security functions, e.g., to identify any malware threats, malicious URLs or domain
names, or protocol exploits.
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8 Identity Management

Identity Management (IdM) plays a key role in a Zero Trust Framework. 1dM is used by a Service that
adopts this Zero Trust Framework to identify and Authenticate the Subject Actor (and possibly the Target
Actor) for which Policies are applied.

The Identity Provider (IdP) is the organization or system used to establish the Identity of an Actor for a
Service. The Zero Trust framework described in this document is defined to support any type of IdP. IdM,
delivered by the IdP, may be provided by the Subscriber, by a third-party IdP, or by the Service Provider
through which the Subscriber has contracted for their IdM services. 1dM protocols and their requirements
are discussed in section 8.3. There are two ldentity Service Attributes defined in this section: Identity
Provider Service Attribute and Identity Provider Subscriber Service Attribute. These two Service Attributes
are necessary to provide IdM for a Service using this ZTF.

The Service Provider uses the IdPID and IdPSubscriberID parameters (as described in sections 8.1 and 8.2,
respectively) provided by the Subscriber to associate the Subscriber’s identity with a given IdP. For
example, Subscribers commonly use an IdP for all their employees to authenticate their desktop or laptop
computers before providing initial access to the corporate network. This commonly manifests itself via a
login screen that appears after the computer powers up. The Subscriber’s User then enters their login
Credentials, e.g., username and password at a minimum, to get authenticated. This Authentication is
performed by the IdP. An IdP in the context of this ZTF standard for a Service is the same IdP used by the
Subscriber as described in the aforementioned example.

8.1 Identity Provider Service Attribute

A Service Provider that complies with this Zero Trust Framework needs to connect to an IdP to obtain
information about an Actor’s Identity and to obtain Actor Authentication. To connect to an IdP, the
Subscriber needs to provide the identity of the IdP they use to the Service Provider when the Service
Provider is not the 1dP.

The Identity Provider Service Attribute is used to identify an IdP. The Identity Provider Service Attribute
has parameters with example values as described in Table 2 for the IdP used with a Service. Note that a
MEF Service could define additional parameters and values for this Service Attribute beyond those defined
in Table 2.

Note that the Subscriber provides the IdPID parameter value (in Table 2) from the Identity Provider Service
Attribute to the Service Provider if the Service Provider is not the IdP.

This document specifies requirements for three parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values

Unique identifier of the Identity Provider for a given
IdPID .

Subscriber

Human-readable name of the Subscriber’s Identity
Provider associated with the IdPID

IdPAuthProtocol Protocol used to authenticate the Actors OAuth 2.0, SAML 2.0

Table 2 - Identity Provider Service Attribute Parameters

The IdPID is the URI [8] assigned by the IdP that uniquely identifies the IdP for a given Subscriber, e.g.,
https://subscribername.myidpname.com.

https://subscribername.myidpname.com

IdPCommonName IdP Corporation
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[R2] Each IdP MUST use an IdPID value that is unique among all Subscribers to whom the 1dP
is providing Identity Management services

[R3] Ifthe IdP is provided by the Subscriber, the IdPID MUST be reachable via its IP address

[D2] If the IdP is provided by the Subscriber, the IdPID SHOULD be reachable via its domain
name

[R4] If the IdP is external to the Subscriber, the 1dPID MUST be reachable and publicly
resolvable

Publicly resolvable means that the IdP must be reachable via a public IP address or internet domain name,
e.g., myldP.com.

The IdPCommonName is used to convey the name of the IdP, e.g., “IdP Corporation”, associated with the
IdPID, using a human-readable format.

[R5] The IdPCommonName MUST use an ldentifier String that can consist of up to 128
characters

An Identifier String is a string consisting of one or more UTF-8 characters in the range of 32-126 (0x20 to
0x7e).

The IdPAuthProtocol conveys the Authentication protocol used by the IdP for identity management that the
Subscriber (Subject Actor) needs to use. The Authentication protocol to be used is commonly negotiated
between the Service Provider’s identity management system software and a Subscriber’s (Subject Actor)
Application, e.g., web browser client or Zero Trust Network Access (ZTNA) client for a SASE service.

[R6] The Service Provider supporting this ZTF MUST support OAuth 2.0 as defined in RFC
6749 [6]

[D3] The Service Provider supporting this ZTF SHOULD support SAML 2.0 as defined by
OASIS [11]

[O1] The Service Provider supporting this ZTF MAY support other identity management
protocols in addition to OAuth 2.0 and SAML 2.0.

Refer to section 8.3 for more details on OAuth and SAML Authentication protocols.

An example of the Identity Provider Service Attribute is described below using a JSON (JavaScript Object
Notation) format with parameter-value pairs for the Service Attribute parameters and their respective
values.
{"IdentityProviderServiceAttribute": [

{ "IdPID":"https://MyCommpany.MyFavoriteIdP.com" },

{ "IdPCommonName":"MyFavoriteIdP" 1},

{ "IdPAuthProtocol":"OAuth 2.0" }
1}

8.2 Identity Provider Subscriber Service Attribute

The Identity Provider Subscriber Service Attribute is used to identify the Subscriber. The Identity Provider
Subscriber Service Attribute has parameters with example values as described in Table 3.
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For a Service Provider to deliver a Service using this ZTF, when the Service Provider is not the 1dP, the
Subscriber needs to provide to the Service Provider their Credential method for their 1dP account for
Subscriber identification of all Subscriber Actors.

This document specifies requirements for three parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values

IdPSubscriberID Unique identifier of the Subscriber within the Identity Provider | 123456-fe93

Human-readable name for the Subscriber associated with the ACME Anvil Corporation

IdPSubscriberCommonName 1dPSubscriberlD

Type of Credential used by the Subscriber to log into the username/password, bearer
specific 1dP token, certificate

IdPSubscriberCredentialsType

Table 3 - Identity Provider Subscriber Service Attribute Parameters

The IdPSubscriberID is the unique identifier, e.g., 123456-fe93, to be processed by Applications using a
machine-readable format. Note that the IdPSubscriberID could be created from the hash of the validated
Credentials.

[R7] The IdPSubscriberlD value MUST be unique across all Subscribers who use Identity
Management services from a given IdP, identified via their 1dPID

The IdPSubscriberCommonName is used to convey the name of the Subscriber, e.g., “ACME Anvil
Corporation”, associated with the 1dPSubscriberID, using a human readable format.

[R8]  The IdPSubscriberCommonName value MUST be either of the following:
o Null (meaning that no IdPSubscriberCommonName value is provided)
o String of the name of the I1dP Subscriber

The 1dPSubscriberCredentialsType conveys the type of Credential used by the Subscriber to log into a
specific IdP, e.g., username/password or bearer token.

An example of the Identity Provider Subscriber Service Attribute is described below using a JSON format
with parameter-value pairs for the Service Attribute parameters and their respective values.
{"IdentityProviderSubscriberServiceAttribute": [

{ "IdPSubscriberID":"123456-fe93},

{ "IdPSubscriberCommonName":"ACME Corporation" 1},
{ "IdPSubscriberCredentialsType":"bearer token" }

1}

8.3 Identity Management Authentication Protocols and Methods

There are different identity management (IdM) protocols that can be used to identify and authorize Actors.
This section specifies requirements for Open Authentication (OAuth) and Security Assertion Markup
Language (SAML) - two of the most popular IdM protocols for User and Application Actors. This section
also specifies multifactor authentication (MFA) as a method to authenticate User Actors as part of the
Identity Management. Authentication protocols for Device Actors is beyond the scope of this document.

Proper posture and assessment of security requirements for Service Provider-operated customer premises
equipment is important but outside the scope of this document.
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8.3.1 Open Authentication/Authorization (OAuth) Protocol

OAuth 2.0, defined in RFC 6749 [6], is a protocol that provides token-based Authentication and
Authorization for Internet Applications. OAuth eliminates the need for Users to provide passwords to each
third-party Application by acting as an intermediary between Users and the Applications that require access
to the third-party web Applications. It is the underlying technology used for website Authentication that
allows Users to consolidate their Credentials and streamline their login process. OAuth communication is
secured using the Transport Layer Security (TLS) protocols used by the Hypertext Transfer Protocol Secure
(HTTPS) protocol and access tokens issued to client Applications (Subject Actors) have a limited validity
period which is typically per Session. A Session is an ephemeral flow of IP packets between a specific
Subject and Target Actor pair.

[R9] When the Subscriber and Service Provider agree to use OAuth as the means of
Authentication, then OAuth 2.0 MUST be used

[CR1]<[R9]When OAuth 2.0 is used, the minimum version of TLS MUST be TLS 1.2 as defined
in RFC 5246 [4]

A typical example is a Service Provider offering a SASE Service using Zero Trust Network Access which
uses the OAuth protocol to authenticate a User Subject Actor, running a SASE client, to access the
Subscriber’s private network over the Internet.

8.3.2 OpenlD Connect (OpenlIDC) Protocol

OpenlID Connect [10] is an open standard Authentication protocol that provides the identity layer on top of
the OAuth 2.0. OpenlD Connect enables clients to verify the Identity of the User based on the
Authentication performed by an Authorization Server, as well as to obtain basic profile information about
the User in an interoperable and REST-like manner. OpenID Connect allows websites, referred to as
“Relying Parties”, to authenticate Users using a third-party service instead of providing their own
Authentication systems. OpenID Connect caters client systems of all types. The specification is extensible
and allows for participants to use optional features such as encryption of Identity data, discovery of OpenID
Providers, and Session management.

[R10] When OpenID Connect is used, it MUST be used with OAuth 2.0

OpenlD Connect is used to provide Authentication over and above the Authorization provided by OAuth.
A typical use case would be when a User grants an Application access to the User’s contacts list, e.g., a
User grants Application X access to the User’s email Application’s contacts. This is similar to the example
provided in section 8.3.1, however, the User Authentication is performed using OpenID Connect and an
OpenID Provider before granting Authorization to the requested Target Actor.

8.3.3 Security Assertion Markup Language (SAML)

Security Assertion Markup Language or SAML [11] is an XML-based open standard that provides
Authentication and Authorization for Users (Subject Actors) to gain access to Target Actors (referred to as
resources in SAML standard). SAML functions through SAML assertions that facilitate the transfer of
Identity data between two entities and forms the basis for most SSO (Single Sign-On) implementations.
SAML was originally intended for managing access to Target Actors on the Internet exclusively but has
been adopted by most enterprises instead to facilitate the SSO process. This is largely due to its thorough
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support of common Authentication protocols used by enterprises namely Kerberos, LDAP (Lightweight
Directory Access Protocol), and RADIUS (Remote Authentication Dial-In User Service).

SAML consists of three main components:

e SAML service provider! — the entity that acts as the gatekeeper of the Target Actor that a User
wishes to access. It refers all access requests to a specific identity provider to authenticate Users
and authorize access

e |dentity Provider — a trusted entity that will determine whether the User is who they are claiming
to be (Authentication) and establishes which Target Actor the User (Subject Actor) will be
permitted to access (Authorization). The Identity Provider will send the SAML assertion necessary
to the SAML service provider for Users to access the requested Target Actor

e User agent — the entity, i.e., the User requesting access to Target Actors controlled by the SAML
service provider

A typical SAML example would be when a User Actor requests access to Application Target Actor using
the User’s Credentials. In this use case, the SAML service provider providing the SSO function will redirect
the User to the IdP to authenticate the User. Once authenticated, the SAML service provider will return the
required information for the User to access the Target Application. Note that a Service Provider delivering
a MEF Service using this ZTF may provide the SSO function or may rely on a third-party to provide the
SSO function to authenticate the User (Subject Actor) prior to the Service Provider authorizing access to
the Target Actor based on Access Control Policies.

[R11] When the Service Provider is the IdP and SAML is used, SAML 2.0 MUST be used as the
protocol for Authentication and Authorization

8.4 Methods for Multifactor Authentication

Methods of Multifactor Authentication (MFA) will vary depending on the type of interaction between User
Actors. Each method has prerequisites for the User Actor. For example, if an SMS text message is used for
MFA, the pre-requisite is that the User Actor must have a device capable of receiving text messages, e.g.,
smartphone or cellphone. MFA is also appropriate whether the User Actors are interacting in person, via a
voice call, or via a video conference call.

Such immediate response MFA methods include:

e A time-constrained, rotating numerical code sent via a SMS text message to the Subject User
Actor’s smartphone

e A time-constrained, rotating numerical code generated by an Authentication App that runs on the
Subject User Actor’s smartphone

e Subject User Actor receiving an email containing a hyperlink to an application that generates a
rotating numerical code

e Subject User Actor receiving an email containing a numerical code

! Note that the term “service provider” is based on terminology used by the SAML standard [11] and is not to be confused with
the MEF Service Provider definition in this document, the latter of which is referred to using upper case text.
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e A predefined personal identification number (PIN) specified by the Subject User Actor when a
Service was setup

e A government-issued ID confirming the identity of the Subject User Actor
Other MFA methods which take longer than the aforementioned methods include:

e A numerical code or PIN sent via postal mail to the Subject User Actor postal address on file when
the Service was setup

The Subject User Actor would then enter the numerical code, PIN or other identifier into a Subscriber web
portal or verbally convey it to a Target User Actor who is authenticating the Subject User Actor, e.g.,
Service Provider personnel on a Service support hotline.

[R12] A Service conforming with this Zero Trust Framework MUST use MFA for Authentication

8.5 Logging Authentication Transactions

Recording successful and failed Authentication requests is important for compliance audits and assists in
identifying the root cause of security breaches.

[R13] The Service Provider MUST log Authentication requests that include the following
information:

e The requesting Actor
e The method of Authorization

[R14] The requesting Actor in [R13] MUST be one of the following options:
Subject Originating Actor

Subject Recipient Actor (Delegate)

Target Originating Actor

Target Recipient Actor (Delegate)

[R15] The Service Provider MUST make Authentication request logs available to the Subscriber

8.6 Zero Trust Policies for User Actor Authentication

User Actors (Subject Actors) can interact with other User Actors (Target Actors) in ways that Application
Actors or Device Actors cannot. Therefore, User Actors have unique Policy requirements for
Authentication.

[R16] A Zero Trust Authentication Policy for User Actors MUST define the method or methods
permitted for Authentication

[R17] The Zero Trust Authentication Policy for User Actors MUST define whether
Authentication is directly between User Actors, via a proxy, or both

[R18] If a Subject User Actor attempts to access a Target User Actor using a method not in the
Zero Trust Authentication Policy, then the Subject User Actor MUST be Blocked from
accessing the Target User Actor

[R19] When a Subject User Actor is Blocked per [R18], the transaction MUST be logged
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9 Actors

An Actor is a User, Device, or Application that either wants to access another Actor or allow themselves to
be accessed. An Actor requesting access to another Actor is defined as a Subject Actor, or simply Subject.
An Actor that a Subject Actor wants to access is defined as a Target Actor, or simply Target. Actors are
continuously evaluated against Policies that will either Allow or Block the Subject Actor from accessing
some or all Target Actors. Allow is the Policy Action which permits one or more operations as specified by
an Access Control Policy. Block is the Policy Action which denies one or more operations as specified by
an Access Control Policy. In line with the Zero Trust principle “never trust, always verify,” Actors are
always assumed to be untrusted unless the Actor has passed Authentication and Authorization. An Actor
deemed to have malicious intent, by failing Authentication, failing Authorization, or as identified by
Continuous Monitoring, is commonly referred to as a “threat actor.”

A User is defined as a person. A Device is a physical instance of electronic equipment that connects to a
network. Devices provide compute, memory, storage, and networking capabilities. Devices can be either
purpose-built, e.g., I0T temperature sensor, or a general purpose, e.g., laptop, smartphone, or server, which
can run multiple Applications. An Application is defined as a software program. An Application runs on a
single physical Device. Complex Applications can be distributed and operate on multiple physical Devices.
A complex Application could consist of multiple virtual machines, containers, or microservices. In this
case, each virtual machine, container or microservice could be considered an Application Actor for which
Policies can be applied. Finally, Application Actors also include their respective Application Programming
Interfaces (APIs) since they are a part of the Application. An API is a software computing interface that
exposes Application functionality to external systems.

A User can use a Device. A User can also use an Application that runs on a Device. An Application can run
autonomously on a Device without any User intervention. Figure 2 illustrates the relationship between the
different types of Actors for which Policies are applied. Some examples will help clarify the different
permutations listed in Figure 2.

uses . . runs on . connects to
@ User ——— Application Device @——
uses 0 connects to v
@ User » Device —mmm =
o
3
ad
. . runs on . connects to GJ
@ Application ——— Device —m m m — =
@ Device connects to
———

Figure 2 - Relationship between different Actors

In scenario 1, a User, i.e., a person, could be using an Application, e.g., a web browser, which is running
on a Device, e.g., laptop, which connects to the network. This enables different Polices to be applied to the
User, Application, and Device.
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In scenario 2, a User could be using a Device, e.g., a heart rate monitor, which connects to the network.
While the heart rate monitoring functionality on the Device could be considered an Application running on
a Device as in scenario 1, it is simpler to apply a single Policy to the Device since it only runs a single
Application. This enables different Polices to be applied to the User and Device.

In scenario 3, an Application may be operating autonomously without requiring a User to use it, e.g., a
video recording Application, which runs on a Device, e.g., video camera mounted on a traffic signal pole,
which connects to the network. The camera Device may also have an audio Application running on it which
records sounds. Unique Policies can be applied to the Device, video recording Application, and audio
recording Application. This enables different Polices to be applied to the Application and Device.

In scenario 4, a Device may be a temperature sensor operating in a freezer case at a grocery store. While
the temperature sensor could be considered an Application running on the Device, it is simpler to apply a
single Policy to the Device since it only runs a single Application. This enables Polices to be applied only
to the Device.

This Zero Trust Framework defines Actors and associated Service Attributes used to create Policy criteria.
Each Actor can be either a Subject Actor or Target Actor for a given Session. Each Actor has different
Service Attributes used to ascertain the Actor’s Identity, Role, or Capabilities for which Policies are applied.
In this Zero Trust Framework, each Subject Actor’s Identity is retrieved from, or validated against, one or
more IdPs before any Access Control Policies can be applied to the Actor. A Subscriber will assign at least
one Role to each Actor as defined by the User, Device, and Application Role Service Attributes in sections
9.1.2,9.2.2, and 9.3.2. For example, a User may have the Role of “employee” and “IT administrator”. The
“employee” Role could be defined to enable the User access to corporate employee 1T Applications such
as email, conferencing, and file servers. The “IT administrator” Role could be defined to enable the User
access to the IT systems used by the company that is restricted to those who work in the IT department.
Finally, Capabilities refers to inherent or advertised functionality of a Device or Application or the
permitted Capabilities of an Application when the Application’s Capabilities are programmable and thus
can vary. Each Device will have inherent or advertised, i.e., ‘built-in’, Capabilities as defined by the Device
Capabilities Service Attribute in section 9.2.3. Application Capabilities are not defined.

[R20] A Subject Actor authenticated by the 1dP, MUST have at least one Role agreed for it as
defined in the User Roles Service Attribute (refer to section 9.1.2), Device Roles Service
Attribute (refer to section 9.2.2), and Application Roles Service Attribute (refer to section
9.3.2)

Note that a Subscriber may not have any control over a Target Actor, e.g., public Internet website, and thus
be unable to assign a Role to it.

Figure 3 illustrates how Actors are modeled for how Identity, Roles, and Capabilities relate to the different
type of Actors for which Policies are applied.
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Figure 3 - Identity, Role, and Capabilities for different types of Actors

[R21] The Service Provider MUST ensure that an Actor has a unique identifier within the context
of a Service

An Actor's unique identifier is an Actor ID. An Actor ID generalizes the reference to identifiers for User
Actors (UserlD, defined in section 9.1.1), Device Actors (DevID, defined in section 9.2.1), and Application
Actors (ApplD, defined in section 9.3.1).

[R22] Any Service utilizing Delegation MUST enforce that an Actor ID be associated with a set
of public keys

[R22] ensures an Actor can prove that it controls and thus can authenticate the utilized unique identifier
without a verifying third party, such as an 1dP.

[D4]  Any Service utilizing Delegation SHOULD enforce that an Actor ID follow the W3C DID
Core specification [32]

[D4] supports the self-issuance of unique identifiers that allow for cryptographically verifiable non-
repudiation. Note that the usage of commonly used public key infrastructure (PKI) based on ITU-T X.509
[9] digital certificates is permissible.

[R23] Any Service utilizing Delegation MUST enforce that an Actor ID be linked to a Legal
Entity of the Actor

[R24] Any Service utilizing Delegation MUST enforce that the Actor has a Legal Entity
Credential

[R25] Any Service utilizing Delegation MUST enforce that the Legal Entity Credential be

cryptographically signed, based on the public keys associated with the unique identifier of
the Credential issuer or 1dP
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[R26] Any Service utilizing Delegation MUST enforce that the Legal Entity Credential is
cryptographically verifiable

[R27] Any Service utilizing Delegation MUST enforce that the Legal Entity Credential is
cryptographically revocable

This document makes no assumptions as to how a Credential to establish a Legal Entity is created, which
IdPs are mutually acceptable between Subscriber and Service Provider, and how these identity Credentials
are exchanged to establish mutual trust across Trust Domains.

Note that Credentials may be self-issued. The acceptance of self-issued Credentials is up to the Subscriber
and Service Provider that need to rely on the claim(s) within a self-issued Credential.

[R28] A Service utilizing Delegation MUST ensure that the issuer of the Legal Entity Credential
has a Credential linking the unique identifier of the issuer to an entity accepted by the
Service Provider and Subscriber

When the Legal Entity Credential, e.g., a company registration in a country or an 1TU X.509 certificate
from a known Certificate Authority, of a Subject Actor is presented to a Target Actor for the first time, it
should be accompanied by a Legal Entity Credential of the issuer of the Credential of the Subject Actor.
The Legal Entity Credential is the certificate of the registration authority or the company registration
Credential of the certificate authority. This enables the Target Actor to independently verify both certificates
and establish a trust relationship with the Subject Actor using the Legal Entity Credential issuer as the root
of trust.

[D5] Any Service utilizing Delegation SHOULD enforce that the Credential follows W3C -
Verifiable Credential Data Model v1.1 [33]

[R29] Any Service utilizing Delegation MUST enforce that a Credential has a unique identifier

Resolvable in this context means that the unique identifier is a URI (RFC 8820 [8]) that resolves either to
a registry of the issuer or a data store where the original Credential is stored.

Note, that the unique and resolvable identifier of a Credential does not have to be associated with any
cryptographic keys.
[R30] Any Service utilizing Delegation MUST enforce that if present, the status of a Credential
be discoverable by a party verifying the Credential, called the Credential verifier

In the context of this document, a Credential status signals if a Credential has been revoked or not. In the
context of this document, a Credential verifier is defined per W3C - Verifiable Credential Data Model v1.1.

[D6]  Any Service utilizing Delegation SHOULD enforce that a Credential be discoverable by a
Subject and Target Actor

[R31] Any Service utilizing Delegation MUST enforce that the presentation of a Credential be
cryptographically signed by the presenter of the Credential, also known as the Credential
holder

See the W3C Verifiable Credential Standard for a definition of Credential holder.

[R32] Any Service utilizing Delegation MUST enforce that a Credential holder has a unique
identifier that has been established within the ZTF security context the holder operates
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[R32] places a requirement on any Credential holder to have a unique identifier that has been issued within
a ZTF, e.g., a DID method found to be acceptable for a given security Context, which is entirely controlled
by the DID controller, and nothing else. This unique identifier and controlling keys must be independently
verified as being valid by any third party without the active participation of the Credential holder.

[R32] also means that when a Credential is presented by the Credential holder, the Credential verifier can
independently verify not only the conformance and content of a Credential but also whether the Credential
holder is being spoofed by a third party or not.

9.1 User Actor Service Attributes

A User is a person who interacts with Applications that operate on Devices or interacts with a Device as
illustrated in scenarios 1 and 2 in Figure 2. The User Identity Service Attribute uniquely identifies a User
associated with the Subscriber (see section 9.1.1) and the User Role Service Attribute provides the list of
Roles assigned for a given User (see section 9.1.2). Since there will be more than one User, the Service
would specify the User Service Attributes for all Users of the Service. A Service Attribute that captures this
list of Users and their Roles would be defined by the Service and utilize the Parameters specified and defined
in section 9.1.

9.1.1 User Identity Service Attribute

The User Identity Service Attribute identifies the User (Subject Actor). The User Identity Service Attribute
has parameters and example values as described in Table 4. Note that a MEF Service could define additional
parameters and values for this Service Attribute beyond those defined in Table 4. Note that User Identity is
authenticated by the IdP or 1dM system used by the Subscriber.

This document specifies requirements for four parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values

UserID Unique string for the User 52688-2e93

UserCommonName Hyman-readable name of the User, associated John Smith
with the UserID

UserName Human-readable identity of the User associated smith
with the UserID )

UserCredential Type Type of_ identity Cr_edeptlals of the User §ha3{goncat(userName+password)}, biometric
requesting Authentication identifier

Table 4 - User Identity Service Attribute Parameters

The UserlID is the unique string for the User, e.g., 52688-2€93, to be processed by Applications using a
machine-readable format.

[R33] Each UserlD MUST be a string
[R34] Each UserlD MUST be unique for a given Service

The UserCommonName is used to convey the name of the User, e.g., “John Smith”, associated with the
UserlD, using a human-readable format.

[R35] The UserCommonName MUST be assigned one of the following values:
o Null (meaning that no UserCommonName value is provided)
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o String of the name of the User

[R36] When the UserCommonName value is not Null, the UserCommonName value MUST be
unique among all UserCommonNames a Subscriber uses

The UserName is used to convey the identity Credential of the User, e.g., “jsmith”, associated with the
UserID, using a human-readable format. All Users of a given Service must have unique UserNames.

[R37] The UserName value associated with a UserID MUST be unique among all other Users of
a given Service

The UserCredential Type conveys the type of identity Credentials of the User requesting Authentication,
e.g., SHA3-256 hash of “jsmith, password23” combination or a biometric identifier such as facial,
fingerprint or palmprint recognition.

An example of the User Identity Service Attribute is described below using a JSON format with parameter-
value pairs for the Service Attribute parameters and their respective values.

{"UserIdentityServiceAttribute": [
{ "UserID":"52688-2e93" 1},

{ "UserCommonName":"John Smith" 1},
{ "UserName":"jsmith" },
{ "UserCredentialType":" certificate" }

1}
9.1.2 User Roles Service Attribute

The User Roles Service Attribute defines the Roles that can be assigned to a User (Subject Actor) that are
utilized by the Policies of a Service incorporating this Zero Trust Framework. Policies utilize each User
Role to determine which Device or Application Actors the User is permitted to access.

[R38] The Service Provider MUST ensure that each User Actor is assigned at least one Role

The User Roles Service Attribute has parameters and example values as described in Table 4. Note that a
MEF Service could define additional parameters and values for this Service Attribute beyond those defined
in Table 5

This document specifies requirements for two parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values
UserRolelD Unique identifier of the Role assigned to a User | 52688-2e93
UserRoleCommonNarme Human-readable name associated with the Admi_nistrator, Management, Technical,
UserRolelD Contributor, Owner, Contractor, Employee

Table 5 - User Roles Service Attribute Parameters for each User Role in the list

The UserRolelD provides the unique identifier of the Role assigned to a User, e.g., 52688-2e93, to be
processed by Applications using a unique machine-readable format.

[R39] Each UserRolelD MUST use a unique value for a given Subscriber

The UserRoleCommonName is used to convey the name of the Role assigned to the User, e.g., Owner,
associated with the UserRolelD, using a human-readable format.

[R40] The UserRoleCommonName MUST use one of the following values:
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o Null (meaning that no UserRoleCommonName value is provided)
o String of the name of the User Role

[R39] and [R40] mean that each UserRolelD/UserRoleCommonName must be unique for a given
Subscriber organization. For example, a Subscriber defines a UserRoleCommonName “Employee” with
UserRolelD 2e93-95e4. The Subscriber would use that User Role throughout the Subscriber organization
and thus define it once.

The Service Provider assigns a special System Administrator Role to one or more Users enabling them to
create and maintain Policies for a Service. Because this Role has much authority, it should be assigned to
only a few Users at most. The System Administrator Role can be performed by the Service Provider or a
third-party, e.g., consultant, approved by the Subscriber. For example, assigning a Service Provider or third-
party the Role of System Administrator would be useful for a small business that does not have IT personnel
available to perform this function. The System Administrator Role could also be performed by the
Subscriber which is commonly the case for a larger organization with an IT department.

[R41] Actors that do not have the Role of System Administrator MUST NOT be authorized to
create, modify, or delete Policies

[R42] A Service Provider that adopts a ZTF MUST ensure that at least one User Actor has the
Role of System Administrator

[R43] The Service Provider and Subscriber MUST agree which Actor or Actors are assigned the
Role of System Administrator

An example of the User Roles Service Attribute is described below using a JSON format with parameter-
value pairs for the Service Attribute parameters and their respective values.
UserRolesServiceAttribute = {

“UserRolel” : { "UserRoleID":"52688-2e93","UserRoleCommonName":"Employee" },

“UserRole2” : { "UserRoleID":"52688-4393","UserRoleCommonName":"Contractor" 1},
“UserRole3” : { "UserRoleID":"52688-2293","UserRoleCommonName":"Management" }

}

9.2 Device Actor Service Attributes

A Device is a server, laptop, desktop, smartphone, tablet, 10T device, etc. Devices send and receive IP
packets to and from the network. Devices may be driven by a User, e.g., laptop or smartphone, or may
operate autonomously, e.g., an 10T camera or temperature sensor. Service Attributes for a Device uniquely
identify the Device to determine if the Device (Subject Actor) is compliant with Access Control Policies
that will either Allow or Block the Device from accessing some or all Target Actors.

The Device Identity Service Attribute uniquely identifies a Device associated with the Subscriber (see
section 9.2.1), the Device Role Service Attribute provides the list of Roles assigned for a given Device (see
section 9.2.2), and the Device Capabilities Service Attribute provides the list of Capabilities assigned for a
given Device (see section 9.2.3). Since there will be more than one Device, the Service would specify the
Device Service Attributes for all Devices of the Service. A Service Attribute that captures this list of
Devices, their Roles, and their Capabilities would be defined by the Service and utilize the Parameters
specified and defined in section 9.2.
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9.2.1 Device Identity Service Attribute

The Device Identity Service Attribute contains information about a Device used to identify it. The Device
Identity Service Attribute has parameters and example values as described in Table 6. Also note that Device
Identity can be provided by the Subscriber’s IdM system or an IdP used by the Subscriber.

This document specifies requirements for two parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values
DevID Unique identifier for a Device 95e4-e9ac221
. HP-DESKTOP-I1T-001, IPHONE-USA-
DevCommonName Human-readable name of the Device GA-ATL-USER-001

Table 6 - Device Identity Service Attribute Parameters

The DevID provides the unique identifier for the Device, e.g., 95e4-e9ac221, to be processed by
Applications using a machine-readable format of a unique ldentifier String. A common form of DevID is a
serial number or other unique identifier readable from the Device.

[R44] The DeviD MUST be unique among all DevIDs used by the Subscriber in order to uniquely
identify each Device

If the DevID value cannot be retrieved from the Device, the Subscriber and Service Provider can agree on
a DevID value for the Device.

The DevCommonName is used to convey the name of the Device, e.g., HP-DESKTOP-1T-001, associated
with the DevID, using a human-readable format.

[R45] The Subscriber MUST assign a DevCommonName using one of the following values:
o Null (meaning that no DevCommonName value is provided)
o String of the name of the Device

An example of the Device ldentity Service Attribute is described below using a JSON format with
parameter-value pairs for the Service Attribute parameters and their respective values.

{"DeviceldentityServiceAttribute": [

{ "DevID":"95e4-e9%9ac221" 1},

{ "DevCommonName" :"HP-DESKTOP-IT-001" }
11

9.2.2 Device Roles Service Attribute

The Device Roles Service Attribute is the list of Roles assigned to a Device (Subject Actor) that can be
utilized by Policies of a Service incorporating this Zero Trust Framework. Policies utilize each Device Role
to determine which Device or Applications Actors the Device is permitted to access.

[R46] The Service Provider MUST assign at least one Role to each Device Actor
The Device Roles Service Attribute has parameters and example values as described in Table 7.

This document specifies requirements for two parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.
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Parameters Summary Description Example Values

Unique identifier of the Role assigned to a Device
associated with the DevRoleCommonName

Human-readable name of the Role assigned to the
Device

Table 7 - Device Role Service Attribute Parameters for each User Role in the list

The DevRolelD provides the unique identifier for the Role assigned to the Device, e.g., 52678-2e73, to be
processed by Applications using a machine-readable format.

[R47] A DevRolelD MUST use a unique identifier for each Role for a Device

The DevRoleCommonName is used to convey the name of the Role of the Device, e.g., “guest laptop”,
associated with the DevRolelD, using a human-readable format.

DevRolelD 52678-2e73

DevRoleCommonName guest laptop, lab server

[R48] The DevRoleCommonName MUST use one of the following values:
o Null (meaning that no DevRoleCommonName value is provided)
o String of the name of the Device Role

An example of the Device Roles Service Attribute is described below using a JSON format with parameter-
value pairs for the Service Attribute parameters and their respective values.
DeviceRolesServiceAttribute = {
“DevRolel” : { "DevRoleID":"52678-2e73","DevRoleCommonName":"GuestLaptop" },
“DevRole2” : { "DevRoleID":"52678-4373","DevRoleCommonName":"LabServer" 1},
“DevRole3” : { "DevRoleID":"52678-2273","DevRoleCommonName":"CorporateLaptop" }
}

9.2.3 Device Capabilities Service Attribute

The Device Capabilities Service Attribute provides information about a Device to identify its capabilities.
The Device Capabilities Service Attribute has parameters and example values as described in Table 8. These
are the minimum amount that should be supported. A Device may have more capabilities.

This document specifies requirements for three parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values
Human-readable name that describes the type of camera, temperature sensor, laptop,
DevType - .
Device smartphone, 10T Device
DevlinterfaceTypeList | List of types of network interfaces on the Device Ethernet, Wi-Fi, 3G, LTE, 5G, Bluetooth
DevOS Operating system running on the Device Windows, macQS, Linux, Android, iOS

Table 8 - Device Capabilities Service Attribute Parameters

The DevType is used to convey the type of Device, e.g., laptop, associated with the DevID, using a human-
readable format. The DevType conveys the primary purpose of the device. For example, a laptop Device
may have a camera in it. In this example, DevType would be defined as a laptop, not a camera since the
primary purpose of the device is a laptop and not a camera.

[R49] A Device MUST be assigned only one DevType value

DevinterfaceTypeL.ist is a non-empty list of the types of network interfaces that a Subject Device can use
to reach a Target Actor, e.g., “LTE”, using a human-readable format.
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MEF

[R50] The DevinterfaceTypeList value MUST be a non-empty list

DevOS conveys the operating system running on the Device and can be used to determine whether a
supported operating system is being used on a Device or whether other policies specific to a specific
operating system can be applied.

[R51] DevOS MUST use one of the following values:
o Null (meaning the operating system is not recognized or no DevOS value is provided)
o String of the name of the recognized operating system

[R52] When the value of DevOS is not Null, the possible value of DevOS MUST include:
o Windows
o macOS
o Linux
o Android
o 10S

[D7] The DevOS value SHOULD allow for an operating system specified by the Subscriber that
is not listed in [R52]

An example of the Device Capabilities Service Attribute is described below using a JSON format with
parameter-value pairs for the Service Attribute parameters and their respective values.
{"DeviceCapabilitiesServiceAttribute": [

{ "DevType":"Desktop PC" 1},

{ "DevInterfaceTypelList":"Wi-Fi" 1},

{ "DevOS":"Windows" }
1}

9.3 Application Actor Service Attributes

An Application is a software program that runs on a Device or in a cloud computing environment. Example
Applications are software programs used by Users, e.g., email client software, and those that operate
autonomously on Devices, e.g., SQL database, microservices, virtual machines, containers, etc.
Applications may be driven by a User or may operate autonomously and communicate to other Actors via
APIs. Service Attributes for an Application uniquely identify the Application to determine if the Application
(Subject Actor) is compliant with Access Control Policies that will either Allow or Block the Application
(Subject Actor) from accessing some or all Target Actors.

The Application Identity Service Attribute uniquely identifies an Application associated with the Subscriber
(see section 9.3.1) and the Application Role Service Attribute provides the list of Roles assigned for a given
Application (see section 9.3.2). Since there will be more than one Application, the Service would specify
the Application Service Attributes for all Applications of the Service. A Service Attribute that captures this
list of Applications and their Roles would be defined by the Service and utilize the Parameters specified
and defined in section 9.3.

A key intention of Zero Trust and therefore Zero Trust-enabled Services is the focus on preventing
unauthorized data breaches and data exfiltration that can be introduced intentionally or inadvertently by
Applications.

In perimeter-less cloud ecosystems most interactions are between Applications (between Subject and
Target Actors) either operating within the same or connected cloud, edge compute or other hosted
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environment. Policies governing Subject and Target Application Actors are essential to ensure authorized
delivery of requested data based on the Application ldentity and Application Role Service Attributes in
sections 9.3.1 and 9.3.2.

9.3.1 Application Identity Service Attribute

The Application Identity Service Attribute contains information that can be read from an Application or its
APIs that is used to identify the Application (Subject or Target Actor). The Application Identity Service
Attribute has parameters and example values as described in Table 9.

This document specifies requirements for four parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values
AppID Unique identifier of the Application e9ac222
AppCommonName Hyman-readable name of the Application associated SAP. Zoom, YouTube, Office365
with the ApplID
AppVersion Version number of the Application 6.2, v12,2.14.22
AppType Human-readable name of the type of Application Accounting, Productivity, Database

Table 9 - Application Identity Service Attribute Parameters

The ApplD provides the unique identifier for the Application, e.g., e9ac222, to be processed by
Applications using a machine-readable format of a unique identifier string. AppID can be used for
Authentication purposes. AppID can also be used to apply Policies for a given Session between a Subject
Actor and Target Actor.

[R53] An AppID MUST use a unique value among all Applications for each type of Application
to uniquely identify each Application within a given Service

The AppCommonName is used to convey the name of the Application, e.g., Office365™, associated with
the AppID, using a human-readable format.

[R54] The AppCommonName MUST use one of the following values:
o Null (meaning that no AppCommonName value is provided)
o String of the name of the Application

The AppVersion is used to convey the version number of Application, e.g., 6.2, associated with the AppID,
using a human-readable format.

[R55] An AppVersion MUST use one of the following values:
o Null (meaning that no AppVersion value is provided or can be queried)
o String of the version number of the Application

The AppType is used to convey the type of Application, e.g., Productivity, associated with the AppID, using
a human-readable format.

[R56] An AppType MUST use one of the following values:
o String of the type of Application

An example of the Application Identity Service Attribute is described below using a JSON format with
parameter-value pairs for the Service Attribute parameters and their respective values.
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{"ApplicationIdentityServiceAttribute": [
{ "AppID":"eY%ac222" 1},
{ "AppCommonName":"Office365" },
{ "AppVersion":"6.2" 1},
{ "AppType":"Productivity" }
11

9.3.2 Application Roles Service Attribute

The Application Roles Service Attribute is the list of Roles assigned to an Application (Subject or Target
Actor) that can be utilized by Policies of a Service incorporating this Zero Trust Framework. Policies utilize
each Application Role to determine which Device or Applications Actors the Application is permitted to
access. An Application must have at least one Role assigned.

[R57] The Service Provider MUST ensure that each Application Actor is assigned at least one
Role

The Application Roles Service Attribute has parameters and example values as described in Table 10.

This document specifies requirements for two parameters and associated values for this Service Attribute
and does not preclude additional parameters and associated values.

Parameters Summary Description Example Values
AppRolelD Unique identifier of the Role assigned to an Application 52478-2e23
AppRoleCommonName Human-readable name of the Role assigned to the Application Lab Application

Table 10 - Application Role Service Attribute Parameters

The AppRolelD provides the unique identifier for Role assigned to the Application, e.g., 52688-2e93, to be
processed by Applications using a machine-readable format.

[R58] Each AppRolelD MUST use a unique identifier for each Role for an Application

The AppRoleCommonName is used to convey the name of the Role of the Application, e.g., “Lab
Application”, associated with the AppRolelD, using a human-readable format.

[R59] The AppRoleCommonName MUST use one of the following values:
o Null (meaning that no AppRoleCommonName value is provided)
o String of the name of the Application Role

[R60] An Application MUST have at least one Role assigned in the Application Roles Service
Attribute

An example of the Application Roles Service Attribute is described below using a JSON format with
parameter-value pairs for the Service Attribute parameters and their respective values.

ApplicationRolesServiceAttribute = {
“AppRolel” : { "AppRoleID":"52478-2e23","AppRoleCommonName":"LabApplication" },
“AppRole2” : { "AppRoleID":"52478-4323","AppRoleCommonName":"FinanceApplication" 1},
“AppRole3” : { "AppRoleID":"52478-2223","AppRoleCommonName":"EcommerceApplication" }

}
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10 Actor Relationships among Identity, Roles, Context, and Capabilities

Zero Trust Policies are applied using a Subject and Target Actor Identifier, Role, and Capabilities (only
applies to Devices and Applications) while factoring in the Context. Refer to section 17.1 for more details
on Context. The Policy can be expressed in the 7-tuple, {SubjectActorID, SubjectActorRoles,
SubjectActorCapabilities, TargetActorlD, TargetActorRoles, TargetActorCapabilities, Context} where:

e SubjectActorID is the Identity of the Subject Actor
e SubjectActorRoles is the Role or Roles the Subject Actor is performing
e SubjectActorCapabilities are the Capabilities of the Subject Actor
e TargetActorID is the Identity of the Target Actor
e TargetActorRoles is the Role or Roles the Target Actor is performing
e TargetActorCapabilities are the Capabilities of the Target Actor
e Context is the Context when the Policy is applied
Figure 4 illustrates the relationships.

ContextDeterminesRoles ContextDeterminesCapabilities
Context

DeviceHasCapabilities

Actor

ActorTakesOnRoles

ActorHasldentity| AppHasCapabilities

Identity Capability

Figure 4 - Relationship between Actors, their Identity and Capabilities, Role and Context

Per the Actor Definitions in section 9, an Actor can be either a User, Device, or Application. Only Devices
and Application Actors have capabilities as illustrated by the two green arrows with labels
“DeviceHasCapabilities” and “AppHasCapabilities” in Figure 4. The blue arrow labeled
“ContextDeterminesCapabilities” places restrictions on which Capabilities may be used for a given Actor
for a particular Context.

Actors may have one or more Roles. Roles may be combined, e.g., a User Actor may concurrently have the
“Employee”, “Manager”, and “SupportDeskLead” Roles. This is shown by the black arrow with a diamond
on it (the diamond means “aggregate”). The blue arrow labeled “ContextDeterminesRoles” places
restrictions on which Roles may be used by which Actor for a particular Context.
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11 Roles, Least Privilege, and Separation of Duty

This section expands upon the concept of Actor Roles discussed earlier in this document including the
principle of Least Privilege and the Separation of Duty for different Actor Role assignments.

11.1 Roles, Role Activation, and Role Engineering

A Role (MEF 78.1 [13]), is assigned to an Actor within a particular Context. For the purposes of Access
Control:

e Users are Subject Actors, both trusted and untrusted, who want to access a Device or Application
Actor

e Subject Actors duties and responsibilities are dictated by the set of Roles associated with each
Subject

e Operations are the set of functions a Subject Actor performs on a Target Actor

e Permissions are a set of ordered {Operation, Target} pairs that are used by Policies to Allow or
Block a Subject Actor to perform an operation on a Target Actor

A Role Hierarchy defines a subordinate-superordinate relationship among Roles. This enables a subordinate
Role to inherit the properties and behavior of its superordinate Role.

Role activation is a mechanism that constrains the assignment of a particular Role in each Context.

Role engineering is the design and management of a set of Roles based on the structure of the organization
that uses Roles. Role mining is similar but extracts Roles from existing identity and other information.

11.2 Principle of Least Privilege

The principle of Least Privilege mandates that a given Subject Actor, or its Role(s), can only be granted the
minimum privileges and Authorizations required to perform its function.

11.3 Principle of Separation of Duty

Separation of Duty (SoD) (NIST 800-192 [28]), is a security principle that mandates that no User should
be given enough privileges to be able to misuse or compromise a system on their own. Hence, two or more
Subject Actors or their Roles are required to complete a given task. There are different types of SoD
approaches, such as sequential (one Subject Actor or their Roles followed by another, etc.), collaborative
(two or more Subject Actors or their Roles working together in the same location, where each Subject Actor
or their Roles has to agree), historical (the same Subject Actor or their Roles cannot assume a Role within
some time period), multi-factor (two or more factors are used to separate the task), and geographical (two
or more Subject Actors or their Roles must be in separate geographical locations). Some of these approaches
may also be aggregated.

SoD properties may be static or dynamic.
11.3.1 Static SoD

Static SoD properties are based on Subject Actor Role assignment and are enforced at Role Authorization
time. They are maintained using Role activation. They include Static Cardinality of Roles, Separation of
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Duty, and Operational Separation of Duty, as described below. They do not involve the Subject Actor of
the Role, or mapping from the Subject Actor to other components.

e Static Cardinality of Roles limits the number of Roles.
e Static Separation of Duty (SSoD) splits responsibilities among multiple Roles.
o In effect, this makes each set of authorized Roles that enforces SSoD mutually exclusive, so a
given Subject Actor can only assume one Role at a given time.
o Put another way, SSoD ensures that to have all permissions necessary to complete a task, a
separate Role should be used for each step in the task.
e Static Operational Separation of Duty (SOSoD) splits a given task into a set of operations and
constrains all Roles.

o Put another way, each Role used to perform a step in a task must have mutually exclusive
permissions.

11.3.2 Dynamic SoD

Dynamic SoD properties enhances SSoD by enabling the SoD constraint to be applied at Role activation
time (instead of at Role Authorization time). Dynamic properties are typically used in conjunction with
static properties to enable richer constraints on the activities that could occur when a Role is active.

e Dynamic Cardinality restricts the number of Subject Actors that have a given Role at any one time.
e Dynamic Separation of Duty (DSoD) defines a set of Roles as mutually exclusive of each other at
Role activation.
o This ensures that at any one time, a Subject Actor may be active in only one of the set of Roles
so designated.
e Dynamic Operational Separation of Duty (DOSoD) defines a group of permissions as mutually
exclusive of one another with regards to the Roles activated by a Subject Actor on behalf of any
single Subject Actor.
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12 Access Control

Access Control (AC) defines which Subject Actors can perform which operations on a set of Target Actors
according to a set of Policy criteria. AC building blocks include the following four items:
e Authentication
o Authentication is the process of verifying the Identity of a Subject Actor

o The three most common Authentication factors are ‘something you know’, ‘something you
have’, and ‘something you are’

o Policies may be used to dictate the set of verification criteria used
e Authorization

o Authorization is the process that results in Allowing or Blocking a Subject Actor from
accessing a Target Actor

o Policies may be used to prescribe the criteria for the Authorization decision
o Authentication and Authorization are prerequisites to making an Access Control decision
e Accounting

o Accounting is the set of processes that measure, analyze, and report on information for the
purpose of making a decision related to Actors

o Policies may be used to specify the accounting criteria

o For example, accounting applied to Access Control is a systematic review and analysis
of all the steps performed in granting or denying an Access Control decision

e Auditing
o Auditing is the process of independently reviewing records and activities of an operation, e.g.,
Access Control
o Policies may be used to specify the criteria for performing audit operations

o This is done to ensure compliance with established operational procedures and Policies
12.1 Common Access Control Approaches
This section describes four established Access Control approaches in use today.

12.1.1 Mandatory Access Control (MAC)

Mandatory Access Control (MAC) [21], is an Access Control Policy that is enforced on all Subject Actors
that interact with a given information system. The Policy evaluates a Security Label (NIST 800-53 [21]) of
the information contained in the Target Actor to determine what operations the User Subject Actor is
authorized to perform. The Operating System (or a Security Kernel) constrains the ability of a Subject Actor
to perform operations on a Target Actor.

12.1.2 Discretionary Access Control (DAC)

Discretionary Access Control (DAC) [28], is an Access Control Policy that is enforced on all Subject Actors
that interact with a given information system. The Policy compares a Security Label of the information
contained in the Target Actor to the Authorization of the Actor, and only grants the requested operation if
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the two are equal. In this approach, Subject Actors are not constrained by the action they take with
information for which they have been granted access.

Note that MAC restricts DAC. Therefore, when using MAC, one must be aware that MAC Policies can
override DAC Policies.

12.1.3 Role-based Access Control (RBAC)

Role-based Access Control (RBAC), defined in NIST 800-53 [21] is a family of RBAC Policies that is
enforced only for User (User Subject Actor) that interact with a given information system. This ZTF
standard expands NIST’s RBAC concept to apply to any type of Subject Actor (User, Device, and
Application).

RBAC is based on the set of Roles assigned to a Subject Actor. Each Role has a set of permissions. Roles
govern what operations a Subject Actor may perform on a particular Target Actor. RBAC may be mapped
to support MAC or DAC.

SoD Constraints

¢ Role \\
,-’ Hierarchy "«

\
A = _
—>{ Permissions
Role Permission

Assignment

User Role
Assignment

= = = DSoD Constraints

-—
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Figure 5 - Simplified Role Objects
Role-based Policies assign Users a set of Roles that govern the set of operations a User can perform.
Privileges or permissions are encapsulated in Roles which are then designated to Users to gain the

corresponding privileges. These concepts can be visualized in Figure 5 which shows an example using a
User Subject Actor.

Roles can be reassigned easily to Users, and multiple Users can be assigned the same Role concurrently.
This flexibility can also be constrained, e.g., using SoD.

In Flat RBAC (RBAC level 0), Subject Actors may have one or more Roles; permissions are assigned to
Roles, and Subject Actors acquire permissions by assuming a set of Roles.

In Hierarchical RBAC (RBAC level 1), Role hierarchies are supported. A Role hierarchy is a partially
ordered set (poset) which enables superordinate Roles to acquire the permissions of their subordinate Roles.
Restricted Hierarchical RBAC imposes restrictions on this Role hierarchy and limits the hierarchy to simple
structures such as trees. General Hierarchical RBAC supports arbitrary partial orders.
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Two additional levels of RBAC add power but introduce complexity.

RBAC Model Hierarchies Constraints
Flat RBAC (level 0) NO NO
Hierarchical RBAC (level 1) YES NO
Constrained RBAC (level 2) NO YES
Symmetric RBAC (level 3) YES YES

Table 11 - RBAC Hierarchies and Constraints

Constrained RBAC (level 2) introduces the concept of constraints. A constraint in RBAC is used to prohibit
a state that would otherwise be authorized. Note that hierarchies are not allowed in Constrained RBAC to
reduce the computational complexity of computing permissions. Constraints may be viewed as predicates
which, when applied to a permission, Allow or disallow that permission. In Constrained RBAC, Separation
of Duty (SoD) [discussed in section 11.3] is enforced. Role activation can be associated with the Roles
corresponding to a User Actor’s Session.

In Symmetric RBAC (RBAC level 3), permissions can be reviewed and changed for each specific Role.
Constraints can be applied to the Role Hierarchy (e.g., the number of subordinate Roles may be limited,
and two or more Roles can be constrained to not have a common superordinate Role). Dynamic SoD places
constraints on Subject Actors that can be assigned to a set of Roles, which reduces the number of potential
permissions that can be made available to a given Subject Actor. For example, no Subject Actor may
activate more than n Roles in each Session. Dynamic SOD also enables Roles to be chained (e.g., the
Supervisor Accountant Role cannot open the accounting system for review until it has been closed by an
Accountant Role). Another example is that a Subject Actor cannot activate two Roles.

12.1.4 Attribute-based Access Control (ABAC)

Attribute Based Access Control (ABAC) [26], is an Access Control Policy in which the operations that can
be performed are a function of the attributes of the Subject and Target Actors that want to interact. Basic
ABAC evaluates three types of attributes: Subject attributes, Target attributes, and environmental attributes.
For example, a Subject attribute for a User Subject could be “employee”, an environmental attribute could
be “location”, and a Target attribute could be “HR database”.

ABAC is a logical Access Control methodology where Authorization to perform a set of operations is
determined by evaluating attributes associated with the Subject Actor, Target Actor, requested operations,
and, in some cases, environment attributes against Policy, rules, or relationships that describe the allowable
operations for a given set of attributes. With ABAC.:

e Attributes are defined as a three-tuple: {category[0..1], attribute [1..1], value[1..1]} (meaning that
the category field is optional, but the attribute and value fields are required)

e Subject Actors are Users, Devices or Applications that cause information to flow to Target Actors,
which in turn changes the system state

e Target Actors are Actors that need to be protected by Access Control, such as devices, files, records,
programs, networks, and domains

e Operations are the execution of a function at the request of a Subject Actor upon a Target Actor.

e Policy is the representation of rules that define the set of allowable operations that a Subject Actor
may perform upon a Target Actor
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Each Subject and Target Actor has a set of attributes, as well as an environment. The operations to be
performed are governed by a Policy, which evaluates if the set of attributes presented allows the operations
to be performed or not. Note that ABAC does not define what a Policy is; it just assumes that they exist.
An ABAC Policy does not have to be a Policy language. The Policies that bind the Subject Actor and Target
Actor attributes specify permissions.

ABAC is conceptually defined as follows:
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Figure 6 - Simplified Conceptual Model of ABAC

This is translated to the terminology of this document as follows: ABAC controls access to Target Actors
by evaluating Policies against the Subject Actor and Target Actor attributes, along with the attributes of the
requested operation and possibly environmental conditions. Environmental conditions, which are part of
Context, are independent of Subject and Target Actors, and may include the current time, day of the week,
location of a user, type of connection, or the current threat level. For example, a Policy evaluates the
Attributes of the Subject and Target Actors. ABAC can, like RBAC, be configured to support MAC and
DAC.

12.2 Rationale for Policy-Based Access Control

After reviewing the different Access Control approaches described in section 12.1, the common
denominator is Policy. Recall that the definition of a Policy is: “Policy is a set of rules used to manage and
control the changing or maintaining of the state of one or more managed objects”. Thus, whether the
requirement is to base Access Control decisions on Context, content, multiple factors, or other criteria, each
Access Control method can be represented by making Policy, as opposed to Subjects, objects, Roles, and
attributes, the center of the model.

This document therefore emphasizes the Policy portion of the Access Control decision, and uses Policy in
two distinct ways:
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1. to choose which criteria to use to make an Access Control decision for a given situation, and
2. avehicle to convey the Access Control decision
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13 Policy Functional Entities

A Policy defines the type of rules, conditions, and constraints for a Service. A system that implements
Policies utilizes the following Policy functions:

Policy Administration Point (PAP): an entity that is responsible for configuration and
maintenance of all other functional entities that make up a Policy

Policy Information Point (PIP): a repository that contains generic information used by Policies.
Examples include Session, geolocation, reputation, and risk calculation data, and associated
metadata.

Policy Decision Point (PDP): an entity that evaluates an access request using a set of Evaluation
Policies, along with applicable information from the PIP. The term “Evaluation Policies” may
include Authorization Policies, as well as more robust mechanisms (e.g., RBAC or ABAC) that
provide a binary response (i.e., permit or deny access) to send to the PEP. Put another way, the
PDP decides whether to Authorize the Actor based on applicable information.

Policy Enforcement Point (PEP): An entity that implements Policy decisions that were made by
the PDP. The PEP receives an access request and forwards this request to the PDP. When the PEP
receives the response from the PDP, the PEP implements that Policy decision.

Figure 7 provides a simplified example of how access requests are treated with PBAC. This figure presumes
that the Actors have been Authenticated and Authorized.
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Figure 7 - Steps of Policy functions in action

These steps occur after the Subject Actor is authenticated by the 1dP and authorized to use the Service.

0.

> N e

Access Control Policies defined and stored in the PAP are pushed to the PDP

A Subject Actor wants to access a Target Actor for a Service using a Zero Trust Framework
The Service sends the access request to the PEP

The PEP sends the access request to the PDP

The PDP requests and receives any required additional attributes and information, e.g., Context and
reputation, for deciding whether to grant access for this operation from the PIP
The PDP evaluates the permission request through one of the following mechanisms:

a. A set of Access Control Policies is selected based on an existing Access Control mechanism
for this request type, e.g., MAC, DAC, RBAC, or ABAC

b. A set of Access Control Policies is used to evaluate this request
c. A combination of the two
The permission decision reached by the PDP is sent back to the PEP

If the permission decision is to Block, then execution terminates and the Service Blocks the Subject
Actor from accessing the Target Actor. Access Control Policies may be used to determine what, if
any, additional information is provided to the Service which may or may not inform the Subject
Actor.

If the permission decision is Accept, then the Service Allows the Subject Actor to access the Target
Actor

The Subject and Target Actors’ behaviors are continuously monitored by the Service using the
methods described in section 18, regardless of the permission decision

[R61] An Access Control Policy, used by a Service that uses this ZTF, MUST use a Policy
Information Point to store and retrieve attributes and data required for Policy evaluation by
the Policy Decision Point

[D8] An Access Control Policy, used by a Service that uses this ZTF, SHOULD use a Policy
Administration Point to create, manage, and delete Policies

[R62] An Access Control Policy, used by a Service that uses this ZTF, MUST use a Policy
Decision Point to make Access Control decisions

[R63] An Access Control Policy, used by a Service that uses this ZTF, MUST use a Policy
Enforcement Point to implement decisions made by the Policy Decision Point with which
it is associated

The Policy functional entities and their requirements described in this section need to be incorporated as
part of a Policy management system. However, how they are implemented is within the discretion of the
Service Provider, e.g., a Service Provider may combine PEP and PDP functions in their implementation
rather than implement them as separate entities.
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13.1 Policy Actions

Policy Actions apply to a Subject Actor wanting to access a specific Target Actor. The Policy Actions may
change triggered by the passage of a predetermined amount of time, or an Event-based on the continuous
monitoring of the Actors and the corresponding Session. Refer to section 18 for Events created during
continuous monitoring that can trigger a change in Policy Actions.

[R64] Only one of the following Policy Actions MUST be applied when a Policy Criterion is
matched:
o Allow
o Block

The “Allow” Policy Action means that for a given Session between a specific Subject Actor and Target
Actor, the Policy End Point permits the Subject Actor to send all IP Packets to the Target Actor and the
receive IP Packets from the Target Actor for which Policies are applied.

The “Block” Policy Action means that for a given Session, between a specific Subject Actor and Target
Actor, the Policy End Point denies the Subject Actor from sending any IP Packets to the Target Actor and
denies the receipt of IP Packets from the Target Actor for which Policies are applied.

[R65] Each applied Policy Action MUST create an audit Event capturing the parameters agreed
to from the following list:
o The Policy which was applied
How the Policy was applied
Where the Policy was applied
Who/What triggered the Policy Action
What Event triggered the Policy Action
What was the Policy Action
Why the Policy Action was applied
o When the Policy was applied

O O O O O O

How the Service Provider and Subscriber agree to the items listed in [R65] and how the Service Provider
conveys them to the Subscriber is beyond the scope of this document and defined by the Service using this
ZTF,

[R66] The audit Event MUST be tamper-proof

Tamper-proof in the context of this document is defined per NISTIR 8202 [18] to be a process which makes
alterations to the data difficult (hard to perform), costly (expensive to perform), or both.

[D9] An audit Event SHOULD be encrypted with a security strength of at least 256 bits

Security strength in the context of this document is defined per NIST Special Publication 800-57 Part 1
Revision 5 [22] as a number associated with the amount of work, i.e., the number of operations, that is
required to break a cryptographic algorithm or system. Note, the security strength is typically specified in
bits.

Each Session is typically continuously monitored because either Actor may have Risk calculation data from
the Policy Information Point, or the Risk level determined by Risk-Awareness to be sufficiently high to
Allow but not sufficiently high to Block the Session. Note that this monitoring is specific to this Session
using the Continuous Monitoring techniques defined in section 18.
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13.2 Policy End Points

A Policy End Point is a location where one or more Policy-related functions are placed. Policies are
executed (via PEP) and monitored at a Policy End Point. A Policy End Point is placed at locations where
practical when implementing a Zero Trust Framework. Policy End Points are optimally placed in a Device
or Application Actor. However, this may not be practical, e.g., inside an IoT Device with minimal
processing capability, in which case the Policy End Point would be placed as close as possible to the Actor.
Furthermore, a Subject Actor may be able to reach different Target Actors via different networks. Therefore,
a Policy End Point must be placed at each access point where the Subject Actor can reach the Target Actor

to ensure that Policies can be effectively applied. Example use cases for the placement of Policy End Points
is illustrated in Appendix A.

[R67] A Service compliant with a Zero Trust Framework MUST provide a Policy End Point that
serves each Actor

Note that [R67] could be a Policy End Point for each Actor or a common Policy End Point that serves

multiple Actors, e.g., a Policy End Point in an SD-WAN Edge that serves all Actors connected to the SD-
WAN Edge.

[R68] An Actor MUST be associated with, at least, one Policy End Point
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14 Policy-based Access Control (PBAC)

Policy-based Access Control (PBAC) is an Access Control method that uses Policies to determine the
appropriate type of Access Control based, e.g., MAC, DAC, RBAC, or ABAC, on the Subject and Target
Actors’ Service Attributes and behavior, the current Situation, and applicable business requirements.

The common denominator in the Access Control approaches described in section 12 is Policy. A Policy is
a set of rules that is used to manage and control the changing or maintaining of the state of one or more
managed objects. Thus, whether the requirement is to base Access Control decisions on Context, content,
multiple factors, or other criteria, all Access Control decisions require a set of Policies to evaluate whether
access is granted or not. Other actions, e.g., logging, may also be defined by these Policies.

This document therefore emphasizes the Policy portion of the Access Control decision, and uses Policy in
two distinct ways:

1. Choose which criteria to use to make an Access Control decision for a given Situation
2. Determine the Access Control decision

[R69] All Policy-Based Access Control Decisions MUST use one or more Policies to decide if
access is granted

Situation Awareness uses information from a given situation to evaluate Policy criteria for which Policy-
based Access Control (PBAC) decisions are made. Conceptually, PBAC has two approaches:

1. PBAC uses a Policy to choose MAC, DAC, RBAC, or ABAC as the Access Control scheme for a
given Access Control request

2. PBAC can use Policies to define multiple, customized Access Control for a given Access Control
request

Item 1 above provides backwards compatibility for current and legacy systems. Item 2 above enables
Policies to implement customized Access Control that may include elements of, extensions to, or a
combination of, MAC, DAC, RBAC, and ABAC Access Control mechanisms.

Both forms of PBAC described above have four important qualities (described in more detail in later
sections of this document):

e Context Awareness (section 17.1)
e Situation Awareness (section 17.2)
e Risk Awareness (section 17.3)

e Business Awareness (section 17.4)

14.1 PBAC Policies using MAC

The following requirements apply:

[R70] When PBAC Policies, used by a Service that uses this ZTF, use Mandatory Access Control,
the MAC criteria, set by the Actor with the System Administrator Role, MUST NOT be
altered by any other Actor without the Role of System Administrator
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[R71] When PBAC Policies, used by a Service that uses this ZTF, use Mandatory Access Control,
the Security Label, if present, MUST be used as input into the Authorization process

[R72] When PBAC Policies, used by a Service that uses this ZTF, use Mandatory Access Control,
a Subject Actor that has been granted access to a Target Actor MUST NOT be able to
perform any of the following actions:

o Change security attributes of the Subject Actor, Target Actor, or system components
of the ZTF

o Choose security attributes to be created with newly created or modified Target Actors

o Grant privileges to other Subject Actors as they would a Delegate

o Change the rules governing Access Control

A Delegate is the Actor receiving the assignment of a set of privileges from another Actor that has the
authority to assign said privileges and Policies for a given time period.

[D10] When PBAC Policies, used by a Service that uses this ZTF, use Mandatory Access Control,
a Subject Actor that has been granted access SHOULD be prevented, whenever possible,
from sending information to unauthorized Target Actors

[D10] indicates that it is impossible to prevent a Subject Actor from sending information to an unauthorized
Target Actor 100% of the time. Economic incentive/disincentive models to prevent unauthorized data
sharing are generally used if data is leaked illegally resulting in economic punishment that can be exacted
swiftly and without recourse.

14.2 PBAC Policies using DAC

The following requirements apply:

[R73] When PBAC policies, used by a Service that uses this ZTF, use Discretionary Access
Control, a Subject Actor that has been granted access to a Target Actor MUST NOT
perform any of the following:

o Send the accessed information to other authorized Subject Actors or Target Actors

o Change security attributes on authorized Subject Actors, Target Actors, and system
components of the ZTF

o Choose the security attributes to be associated with the Target Actors

o Grant its privileges to other authorized Subject Actors via Delegation

o Change the rules governing Access Control

14.3 PBAC Policies using ABAC

The following requirements apply:

[R74] When PBAC Policies, used by a Service that uses this ZTF, use Attribute-Based Access
Control, a Policy MUST assign one or more Subject attributes to a Subject Actor

[R75] When PBAC Policies, used by a Service that uses this ZTF, use Attribute-Based Access
Control, a Policy MUST assign one or more Target attributes to a Target Actor

[R76] When PBAC Policies, used by a Service that uses this ZTF, use Attribute-Based Access
Control, a set of Policies MUST be used to assign access privileges to a Subject Actor in
order for a Subject Actor to access any Target Actor
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[R77]

[R78]

When PBAC Policies, used by a Service that uses this ZTF, use Attribute-Based Access
Control, the Environmental Conditions MUST be represented by one or more objects
whose attributes represent at least the current conditions of an Actor

When PBAC Policies, used by a Service that uses this ZTF, use Attribute-Based Access
Control, the Policy MUST assess the Subject Actor attributes, Target Actor attributes,
Environmental Conditions, and applicable Policy Rules to determine if access is authorized
or not.

14.4 PBAC Policies using RBAC

The following requirements apply:

[R79]
[R80]

[R81]

[R82]

[R83]
[R84]

[R85]

[R86]

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), the Policy MUST be able to assign to a Subject Actor one or more Roles

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), a Role MUST support the capability to have one or more permissions

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), an operation MUST support the capability to be assigned to one or more
permissions

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), a Permission MUST support the capability to be assigned to one or more
operations

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), each Session MUST be associated with a single Subject Actor

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), each Session MUST authorize one or more Roles

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), all Roles MUST be authorized before any access for a given Role is
permitted

When a PBAC Policy, used by a Service that uses this ZTF, uses Role-Based Access
Control (RBAC), an Actor with Role System Administrator MUST be able to change the
Authorization of one or more Roles within a Session

14.4.1 PBAC Policies using RBAC Level 0

The following requirements apply:

[R87]

When a PBAC Policy, used by a Service that uses this ZTF, uses Flat RBAC (RBAC level
0), the Policy MUST Allow an operation only if the Subject Actor has been assigned an
appropriate Role

14.4.2 PBAC Policies using RBAC Level 1

The following requirements apply:
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[R88]

[R89]

When a PBAC Policy, used by a Service that uses this ZTF, uses Hierarchical RBAC
(RBAC level 1), PBAC implementations MUST include all requirements of RBAC level 0

When a PBAC Policy, used by a Service that uses this ZTF, uses Hierarchical RBAC
(RBAC level 1), all Roles MUST support Role inheritance for arbitrary structures

14.4.3 PBAC Policies using RBAC Level 2

Note that RBAC Level 2 does not support Role hierarchies.

The following requirements apply:

[R90]
[R91]
[R92]

[R93]

[R94]

When a PBAC Policy, used by a Service that uses this ZTF, uses Constrained RBAC
(RBAC level 2), PBAC implementations MUST include all requirements of RBAC level 0

When a PBAC Policy, used by a Service that uses this ZTF, uses Constrained RBAC
(RBAC level 2), constraints on Roles assigned to a Subject Actor MUST be enforced

When a PBAC Policy, used by a Service that uses this ZTF, uses Constrained RBAC
(RBAC level 2), constraints on Permissions assigned to a Subject Actor MUST be enforced

When a PBAC Policy, used by a Service that uses this ZTF, uses Constrained RBAC
(RBAC level 2), constraints on the number of Sessions that a Subject Actor can have MUST
be enforced

When a PBAC Policy, used by a Service that uses this ZTF, uses Constrained RBAC
(RBAC level 2), SoD MUST be enforced

14.4.4 PBAC Policies using RBAC Level 3

The following requirements apply:

[R95]
[R96]
[R97]

[R98]

When a PBAC Policy, used by a Service that uses this ZTF, uses Symmetric RBAC (RBAC
level 3), PBAC implementations MUST include all requirements of RBAC level 0

When a PBAC Policy, used by a Service that uses this ZTF, uses Symmetric RBAC (RBAC
level 3), PBAC implementations MUST include all requirements of RBAC level 1

When a PBAC Policy, used by a Service that uses this ZTF, uses Symmetric RBAC (RBAC
level 3), PBAC implementations MUST include all requirements of RBAC level 2

When a PBAC Policy, used by a Service that uses this ZTF, uses Symmetric RBAC (RBAC
level 3), Dynamic SOD constraints on the system state MUST be enforced in RBAC level
3 policies
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15 Delegation and Revocation of Actor Privileges

Delegation is the process where an Originating Actor assigns some or all its privileges derived from Policies
to one or more Recipient Actors. A Recipient Actor is the Actor receiving some or all its privileges derived
from Policies from one or more Originating Actors. An Originating Actor is the Actor assigning some or
all its privileges derived from Policies to one or more Recipient Actors. The Recipient Actor takes on the
privileges of the Originating Actor until the delegation is revoked. An Originating Actor or Recipient Actor
can only be a Subject Actor.

[D11] A Service using this ZTF SHOULD support Delegation and Revocation of Actor privileges
[CR2]<[D11] Delegation operations MUST be defined for a specific time period if [D11] is met
Delegation has two common implementations.

The first copies the Authentication Credentials of the Originating Actor to one or more Recipient Actors.
For MAC, DAC, and similar Access Control schemes, this enables the Recipient Actor (recipient of the
delegation) to perform the same tasks as the Originating Actor. This is referred to as Direct Delegation.
Direct Delegation is the process where a Recipient Actor receives all privileges derived from Policies from
an Originating Actor.

The second uses a dedicated mechanism, such as a Role, which grants the Recipient Actor with unique
permissions that the Originating Actor is delegating to the Recipient Actor. In RBAC, this takes the form
of delegating a set of Roles that the Recipient Actor can assume. This is referred to as Indirect Delegation.
Indirect Delegation is the process that uses a dedicated mechanism to grant an Originating Actor’s unique
privileges derived from Policies to one or more Recipient Actors. In either case, identifiers of both the
Originating Actor and Recipient Actor(s) are used. If other entities, such as a Role, are used, then an
identifier is used for each such entity.

[CR3]<[D11]The Originating and Recipient Actor MUST be distinguishable from one another in
a cryptographically verifiable manner if [D11] is met

Distinguishable in a cryptographically verifiable (refer to NIST SP 800-63-3 [23]) manner in this context
means that the Originating Actor and Recipient Actor(s) each have different unique identifiers provably
associated with one or more cryptographic secrets only the Actor controls, but does not know, such as a
cryptographic private key, and the respective Actor can cryptographically prove to a verifier that only the
Actor controls the cryptographic secret. The requirements for this are defined for Actors in section 9.

In a ZTF, Direct Delegation is strongly discouraged, even if the Originating Actor and Recipient Actor are
in the same Trust Domain, because sharing Credentials between two Actors does not allow for the
disambiguation of Actor actions which is required in a ZTF. PBAC should always use Indirect Delegation
since it enables more fine-grained delegation decisions.

[R99] Recipient Actor MUST be in the same Trust Domain as the Originating Actor
[R100] Recipient Actor MAY also be in another Trust Domain
[CD1]<[D11]PBAC SHOULD use Indirect Delegation if [D11] is met

PBAC extends Indirect Delegation by defining three special delegating capabilities for the Originating
Actor. These delegating capabilities define the set of permissions that the Originating Actor may delegate
to a Recipient Actor. The first delegating capability, called delegation permission, determines whether an
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Actor has the authority to delegate permissions. If this delegating capability is true, then the second
delegating capability, called delegation scope, defines the set of permissions to be delegated, and the third
delegating capability (called delegating Policy) specifies a set of Policy rules that identify the permissions
that an Originating Actor can delegate to a Recipient Actor. Each Policy rule can define a combination of
these delegating capabilities, Roles, or other mechanisms that represents a permission. The use of dedicated
capabilities simplifies Auditing delegations, and the use of Policy rules implements the permissions to be
delegated in a flexible and extensible manner. Finally, the Originating Actor may set the Delegation
permission capability of the Recipient Actor to true. If this is done, then the Recipient Actor may in turn
Delegate the set of permissions specified in the Delegation scope capability using the set of Policies
specified in the delegating Policy capability. If this is not done, then the Recipient Actor may not Delegate
permissions.

[CR4]<[D11]A PBAC implementation MUST use a dedicated capability or mechanism to signify
that an Actor can Delegate permissions if [D11] is met

[CR5]<[D11]PBAC MUST use a set of Policy rules to define delegated permissions and privileges
if [D11] is met

[CO1]<[D11]An Originating Actor MAY enable a Recipient Actor to Delegate some or all of the
permissions that it has delegated to the Recipient Actor if [D11] is met

[R101] A Recipient Actor’s Role permissions MUST NOT exceed the permissions of the
Originating Actor’s Role

Indirect mechanisms of specifying permissions, e.g., Roles, are preferred to direct assignment. This is
because the set of permissions required to perform a task may be organized in a complex manner. For
example, if the set of permissions required to execute an operation are defined in multiple objects, then each
of those permissions are needed by the Recipient Actor. This can be exacerbated when the set of objects
that contain these permissions also contain additional capabilities. Then, the Delegation option must be
careful to select only those permissions that apply. In contrast, if the set of permissions are gathered into a
Role, then all that is needed is to assign that Role to the Recipient Actor.

[CD2]<[D11]PBAC SHOULD use an indirect mechanism to define permissions that are delegated
if [D11] is met

Care should be taken to avoid combining Roles (including inherited Roles) without performing proper Role
engineering. Otherwise, it becomes difficult for the Recipient Actor to understand what Roles are required
to perform a particular task.

Revocation is the act of cancelling a delegated set of permissions. Revocation may be specified for a
particular time or time period. Revocation in PBAC mirrors Delegation and requires three revocation
capabilities for the Actor performing the revocation operation. The first revoking capability, called
revocation permission, determines whether an Actor has the authority to revoke permissions. If this
revoking capability is true, then the second revoking capability, called revocation scope, defines the set of
permissions to be revoked, and the third revoking capability (called revocation Policy) specifies a set of
Policy rules that perform the revocation operation.
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16 Zero Trust for Non-programmatic User-to-User Interactions

User-to-User interactions occur when a Subject User Actor interacts with a Target User Actor which
commonly occurs via non-programmatic interactions, e.g., verbal communications directly between people
or between a person and an Al-driven chatbot acting as a proxy for a person. Such interactions are common
when using social engineering techniques where a User, impersonating a legitimate User, seeks to obtain
access to legitimate User’s information for malicious purposes. Services adopting this framework must also
apply the same Zero Trust principles of Identification, Authentication, and Authorization for non-
programmatic interactions between Subject User Actors and Target User Actors where those interactions
could create Risk for the Service.

Some example User-to-User interactions include:

e In person, interactive conversations (face-to-face)
e Conversations via a phone call or video conference call
e Written communication via email or postal mail

This Zero Trust Framework requires Subject Actors to be identified and authenticated before they can be
authorized to access a Target Actor. However, for non-programmatic interactions between User Actors,
more stringent Zero Trust Security Policies need to be considered.

[R102] User Actors attempting to access or change their information through non-programmatic
means who are unwilling or unable to Authenticate according to the Service Provider’s
Authentication Policy method MUST NOT be permitted Access to the information.

[R103] User Actors that successfully Authenticate MUST only be allowed access or ability to
change their information though non-programmatic means if their Role assigned by the
Service Provider permits such capabilities

Note that in [R103], the User Actors’ Role determines what information they can access or change. For
example, a Subscriber (Subject User Actor) to an Internet access service may be able to access and change
the payment method based on the Subject User Actor’s Role. However, the Target User Actor, e.g., the
Internet access Service Provider support hotline personnel, may not be able to access or change the Subject
User Actor’s payment method based on the Target User Actor’s Role.

[R104] The Subscriber MUST provide to the Service Provider, the list of Subscriber User Actors
who are authorized to view, add, modify, or delete Service capabilities

The Service Provider will use the list of authorized Subscriber User Actors provided in [R104] to create
Roles for each of these User Actors. Note that the Subscriber may elect to provide all these capabilities to
a select number of User Actors in the Subscriber organization who will have the Role of System
Administrator for the Service. The Subscriber’s User Actor Role assignment will determine level of access
and capabilities permitted for the User Actor. This is a common approach for a co-managed Service where
the Service Provider permits the Subscriber User Actors with this Role to make Service changes via self-
service portals rather than opening up a support ticket with the Service Provider to request the changes.

[R105] The Service Provider MUST designate the list of Service Provider User Actors who are
authorized to view, add, modify, or delete Service capabilities
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The Service Provider will use the list of authorized Service Provider User Actors provided in [R104] to
create Roles for each of these User Actors. Note that the Service Provider may elect to provide all these
capabilities to a select number of User Actors in the Service Provider organization who will have the Role
of System Administrator for the Service. The Service Provider’s User Actor Role assignment will determine
level of access and capabilities permitted for the User Actor.

16.1 Zero Trust Policies for Non-Programmatic User-to-User Actor Authentication

User Actors (Subject Actors) can interact with other User Actors (Target Actors) in ways that Application
Actors or Device Actors cannot. Therefore, User Actors have unique Policy requirements for
Authentication, especially when interacting non-programmatically, e.g., verbally.

As an example, these Policies would apply to Subscriber User Actors who request Service support or want
to alter a Service configuration. However, such Policies would apply to many other use cases where a User
Actor’s Identity need to be Authenticated but because of the non-programmatic interaction method, e.g.,
verbal interaction, where an IdP cannot be used.

[R106] A Zero Trust Authentication Policy for User Actors MUST be defined to support non-
programmatic interaction methods

User Actors can interact directly via a vocal conversation, in person or via a phone call. When User Actors
interact via a chat or messaging application, the User Actors are interacting via a proxy, in which case the
chat or messaging application is the proxy for them.

[R107] When using non-programmatic interaction method, a Zero Trust Authentication Policy
MUST specify the method a Subject User Actor is permitted to use when accessing a Target
User Actor

[R108] Each non-programmatic interaction method between User Actors MUST use MFA

Depending on the non-programmatic interaction method between User Actors, different approaches for
MFA could be used. For example, for in-person User-to-User interactions, a government issued ID could
be used in addition to the Subject User Actor providing their account number. When interacting over a
phone call, in addition to providing their account number, an SMS text message with an Authentication
code could be sent to the mobile phone number associated with the Subject User Actor’s account number.

[R109] A Zero Trust Authentication Policy MUST provide a maximum number of failed attempts
a Subject User Actor tries to access a Target User Actor when using a non-programmatic
interaction method

[R110] Once the maximum number of attempts defined in [R109] is exceeded or cannot be met,
the Subject User Actor MUST be Blocked from accessing the specific Target User Actor

Building upon the previous example, suppose the maximum number of failed attempts in [R109] is two. A
Subject User Actor provides a valid account number and then provides the Target User Actor with a driver’s
license with a photo that doesn’t appear to closely match the Subject User Actor’s appearance and thus fails
the first attempt. If the Subject User Actor does not have another form of government issued ID, then they
are Blocked from transacting with the Target User Actor. Such MFA methods for non-programmatic
interactions need to be documented clearly to ensure they can be followed without ambiguity.
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16.2 Non-Programmatic User-to-User Actor Roles and Access Control

In order to avoid confusion and administrative error inherent with having different methods of
administration for the same User Actors, all User Actor Role definitions and assignments defining Access
Control need to be identical regardless of whether they are for non-programmatic access or programmatic
access.

[R111] User Actor Roles for programmatic access and non-programmatic access MUST be
identical

[R111] means that the Role defining access privileges for a User Actor for the defined level of access as
discussed in sections 11 and 9.1.2 of this framework must be equivalent or simply have one Role defined
that encompasses both programmatic access and non-programmatic access.
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17 Lifecycle Management of Zero Trust Policies

Throughout the lifecycle of a Subject-Target Actor interaction, inclusive of the Session, the Policy
management system must actively monitor and be made aware of any changes that may occur that warrant
the interaction to be more closely monitored, limited, or blocked. Such changes to be aware of discussed in
this section include Context Awareness, Situation Awareness, Business Awareness, and Risk Awareness.

17.1 Context Awareness

Context Awareness is the knowledge and understanding of how changes in Subject Actor needs,
Environmental Conditions, and business goals affect decision-making. The Context of an Actor is the
measured and inferred knowledge that collectively describes the Environmental Conditions in which an
Actor exists or has existed. This definition emphasizes two types of knowledge: facts, which can be
measured, and inferred data, which results from machine learning and reasoning processes applied to past
and current Context. It also includes Context history, so that current decisions based on Context may benefit
from past decisions, as well as observation of how the environment has changed.

17.1.1 Application of Context

Context can be applied in several different ways. Below is a listing of some examples.

e Personal and group information for a User, e.g., contact information, Roles played by the User, and
profile and preference information

e Location of the User and any Devices that the User is using or interacting with, e.g., geo-code or
the centroid of a surrounding polygon

e Some Devices are stationary while other Devices are mobile or restricted to a particular set of
geographic coordinates or a geometric area

e Characteristics and behavior of a Device, e.g., type of access provided (if any), MAC and IP
addresses, and features such as forward, routing, and encryption

e Characteristics and behavior of any Applications used by a User
e Type of connection, e.g., public open Wi-Fi or home Wi-Fi

e Time

e Zones — Campus or branch office

e Risk

17.2 Situation Awareness

Situation Awareness is the perception of data and behavior that pertain to the relevant circumstances or
conditions of a system or process, the comprehension of the meaning and significance of these data and
behaviors, and how processes, actions, and new situations inferred from these data and processes are likely
to evolve in the near future. Situation Awareness of an Actor enables more accurate and fruitful decision-
making.

Situation Awareness consists of four actions:

e Gathering data (perception)
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e Understanding the significance of the gathered data (through both facts and inferences)
e Determining what to do (if anything) in response to a given Event
e Performing those actions

Situation Awareness enables Policies Actions to be altered for a particular situation and can use inference
as well as historical data to understand what is happening at a particular Context, why, and what, if anything,
should be done in response.

17.3 Risk Awareness

Risk Awareness is the knowledge, understanding or recognition of the potential hazards that could be
caused by or to a Subject or Target Actor that need to be considered for Access Control decisions. Risk
Awareness may result in restricting a Subject Actor from accessing a Target Actor based on the
predetermined risk assessment level of either the Subject Actor or Target Actor. A measure of the extent to
which an Actor is threatened by a potential circumstance or event, and typically a function of: (a) the adverse
impacts that would arise if the circumstance or event occurs; and (b) the likelihood of occurrence.

[D12] A Service adopting this ZTF SHOULD support Risk Awareness

[R112] When using Risk to take a Policy Action, the Service Provider MUST quantify the Risk by
defining Risk levels from lowest to highest

[R113] When using Risk to take a Policy Action, the Service Provider MUST communicate the
Risk levels defined in [R112] to the Subscriber

The Subscriber uses these Risk levels in their Policies which in turn would take a particular action, e.g.,
Block a particular Subject Actor, if the Risk level is above what is acceptable.

Note that the methodology for how Risk is calculated is beyond the scope of this document.
17.3.1 Actor Risk Score

A Risk score is often identified differently for a Subject Actor and a Target Actor. The associated Policy
Actions taken based on a Risk score may be different depending on whether the Actor is a Subject Actor or
a Target Actor. The following sections describe how a Risk score may be obtained differently for Subject
Actor and Target Actor, and the definition of the RiskScore Service Attribute.

17.3.1.1 Subject Actor Risk Score

A Subject Actor may be a User, Device, or Application. Subject Actors are attempting to connect to the
Subscriber’s service domain and thus the Subscriber or Service Provider can use Zero Trust Continuous
Monitoring of the Subject Actor, in addition to other external Risk scoring sources, to create or modify a
Risk score based on numerous factors such as anomalous behavior, repeated attempts to access specific
Target Actors (could be a denial of service attack), large quantities of information downloaded from specific
Target Actors (far beyond typical usage), specific patterns of behavior indicative of malicious activity, or a
User Subject Actor attempting to VPN into the Subscriber’s network from a high risk geographic location.
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17.3.1.2 Target Actor Risk Score

Target Application Actors may be outside of the Subscriber’s service domain such as a third-party SaaS
application or an external public website. However, in this case, Continuous Monitoring can be used when
a Subscriber Subject Actor is in a Service Flow which is accessing the external Target Actor. When Target
Actors are outside of the Subscriber’s service domain, neither the Subscriber nor Service Provider may be
able to determine the Risk to create a Risk score for such Target Actors using Continuous Monitoring. In
this case, Service Providers or Subscribers may use third-party services that monitor these Target Actors
and create a Risk score based on numerous factors such as known sources of malware or known malicious
behavior by domain name or destination IP address, phishing URLs, newly registered domain names, etc.
Service Providers connect to these monitoring services and receive periodic updates to Risk score for these
Target Actors as their Risk scores change over time. The specific Target Actor’s Risk score enables either
the Service Provider or Subscriber to a create Security Policy Action (Allow, Block, or Quarantine) based
on the Risk score, in addition to other Policy Criteria.

This document defines a Threat Monitoring Service as a service that monitors threats and provides an
assessment score of the threat that can be used by a Service Provider to calculate a Risk score. A third-party
or the Service Provider, ¢.g., Service Provider’s Security Operations Center (SOC), could provide the Risk
score for the Threat Monitoring Service. Furthermore, a Service Provider may use multiple Threat
Monitoring Services.

17.3.1.3 Actor RiskScore Service Attribute

The RiskScore Service Attribute takes the form of a two-tuple, <ActorID, RiskScore>. An Actor can be a
User, Device, or an Application. ActorID is the identifier of the Actor to which the RiskScore value applies.

[R114] ActorID MUST uniquely identify the Actor

[R115] ActorID MUST use one of the following values:
e Value of UserID parameter from User Identity Service Attribute (Section 9.1.1)
¢ Value of DevicelD parameter from Device Identity Service Attribute (Section 9.2.1)
e Value of ApplID parameter from Application Identity Service Attribute (Section
9.3.1)

RiskScore is the normalized percentage of the Risk score value received from the Threat Monitoring Service
which determines a Target Actor’s risk. Expressing RiskScore as a percentage addresses different potential
scoring ranges from different Threat Monitoring Services. For example, Threat Monitoring Service A may
provide a Risk score value between 1 and 100 for a given Target Actor while Threat Monitoring Service B
may provide a Risk score value between 1 and 30 for the same Target Actor. For a Threat Monitoring
Service that provides a Risk score value between 1 and 30, a risk score value of 25 for a given Target results
in a RiskScore of 83% (25/30).

[R116] The RiskScore MUST be a percentage expressed as an integer with a value between 1 and
100 with 1 indicating the lowest Risk and 100 indicating the highest Risk.

An example of the Actor RiskScore Service Attribute is described below using a JSON format with
parameter-value pairs for the Service Attribute parameters and their respective values.
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{"ActorRiskScoreServiceAttribute": [
{ "ActorID":"office.com" 1},
{ "RiskScore":"3" }

1}

At the beginning of a transaction between a Subject Actor and Target Actor session, an initial RiskScore
value must be assigned for both Subject Actor and Target Actor. This initial RiskScore value for Subject
and Target Actors could be based on a Policy the Subscriber’s organization uses and initial RiskScore value
for different Target Actors could be based on the value obtained from a Threat Monitoring Service. How
this initial RiskScore value is determined is beyond the scope of this document. Note that this initial
RiskScore for both Subject Actors and Target Actors may be subsequently modified based on Continuous
Monitoring or monitoring services described above.

[R117] The initial RiskScore for all Subject and Target Actors MUST be specified per the
requirements in [R116]

A Service Provider or Subscriber may utilize one or more sources to monitor and report on a Risk score for
an Actor being monitored (typically a Target Actor outside of the control of the Service Provider or
Subscriber, e.g., WebMail.com). Such monitoring sources could be from the Continuous Monitoring
function and internal or external Threat Monitoring Services.

[R118] When more than one source is used to provide a Risk score for a given Actor, the RiskScore
MUST use the highest value among all sources

For example, three Threat Monitoring Services are used to provide a Risk score for a given Target Actor.
For simplicity, all sources of the Risk score have been normalized to a percentage per [R116]:

e Threat Monitoring Service 1: RiskScore = 78%
e Threat Monitoring Service 2: RiskScore = 83%
e Threat Monitoring Service 3: RiskScore = 80%

In the above example, the RiskScore needs to use the highest value (highest Risk score) among the three
sources per [R118] and thus would result in a RiskScore of 83%. The higher the RiskScore, the higher the
Risk. Conversely, the lower the RiskScore, the lower the Risk. If one of the RiskScore values from a Threat
Monitoring Service is significantly higher than the others, the highest RiskScore value would be used.
However, using the “continuously monitor, always verify” ZTF mantra, this value should be reviewed to
determine if the score is the result of a false positive or true negative reading.

17.4 Business Awareness

Business Awareness is the knowledge and understanding of business concerns and regulations that need to
be considered for Access Control decisions. Context, Situation, and Risk Awareness are critical to
representing business goals and requirements in any environment that requires Policy-based management.
Business Awareness of an Actor ensures that business rules are considered, when applicable, for Access
Control decisions.
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18 Continuous Monitoring Method Service Attribute

In a Zero Trust Framework, an Actor’s status for a given Session must be continuously monitored and
evaluated to ensure that the Actor is compliant with the Policies. Otherwise, the Subject Actor’s access to
a Target Actor, for a given Session, may need to be revoked or limited. Such monitoring would be driven
by:
e A time-based evaluation
o E.g., check the Policy every 30 minutes
e An event-based evaluation
o E.g., check the Policy based on the occurrence of a particular event
e A data-driven evaluation

o E.g., check the Policy based on a change in state of an Actor or an Actor’s context, a behavioral
change, or a change in the situation or risk assessment determined by machine learning (ML)
or artificial intelligence (Al)

After a time-based or event-based evaluation has occurred and an Actor, for a given Session, is no longer
deemed compliant with Policies, the Service will perform the pre-defined Policy Action, e.g., Block the
Subject Actor after the 30 minutes using the time-based method and require the Subject Actor to re-
authenticate. An Event is an asynchronous action or occurrence that initiates further analysis. An Event is
a state change that could have negative, undesirable implications or negatively impact the security posture,
e.g., risk, or impact the proper functionality of an Actor or a network or a positive impact whereby an Actor
may have their access privileges restored.

The Continuous Monitoring Method Service Attribute specifies the details of the type of monitoring to be
used for a given Session, per the appropriate Policy. The Continuous Monitoring Method Service Attribute
is a 3-tuple of the form {time, event, data}.

e time, which refers to the time-based monitoring method, has a value of None or time interval t
e event, which refers to the event-based monitoring method, has a value of None or a {list of events}
e data, which refers to the data-driven monitoring method, has a value of None or a {list of decisions}

[R119] For the Continuous Monitoring Service Attribute, at least one of the values of {time, event,
data} MUST NOT be None

All three methods can be applied to a given Session because each provides different types of protection.
When None is specified, the specific monitoring method is not used.

More details and requirements for the continuous monitoring methods used in the Continuous Monitoring
Method Service Attribute are discussed in sections 18.1, 18.2, and 18.3.

18.1 Time-Based Monitoring Method

Time-based monitoring evaluates the system state at a pre-determined time to determine if the system state
has changed (to a less desirable state). If it has, then one or more Policies are executed to return the system
state to an acceptable state. When this method is used where the monitoring is performed for a specific

MEF © MEF Forum 2024. Any reproduction of this document, or any portion thereof, shall contain the following  Page 62
Standard statement: “Reproduced with permission of MEF Forum.” No user of this document is authorized to modify
MEF 118.1 any of the information contained herein.



Zero Trust Framework for MEF Services

duration of time t, expressed in minutes, after which the Zero Trust Policy must be re-evaluated to determine
compliance and potentially revise Policy Actions.

[R120] The Service Provider delivering a Service using this Zero Trust Framework MUST support
the time-based monitoring method

Note that some industry or corporate compliance standards may require time-based monitoring, e.g., log
out a User from a system after 30 minutes when there is no activity. However, time-based monitoring is
insufficient because a security event could occur at any time. Therefore, the event-based method is also
required to provide maximal protection in a Zero Trust implementation.

[R121] The Service Provider delivering a Service using the time-based monitoring method MUST
allow the Subscriber to use different t values for each Actor Session being monitored

For example, a Subscriber may select t = 30 minutes for monitoring Subject Actor A and t = 60 minutes for
monitoring Subject Actor B.

18.2 Event-Based Monitoring Method

Event-based monitoring collects a set of events to determine if any actions are required. The collected events
are first processed to meet a set of criteria, such as anonymization or pseudonymization, de-duplication, or
clustering. The processed set of events are then analyzed to determine if the system state has changed (to a
less desirable state). If it has, then one or more Policy Actions are executed to return the system state to an
acceptable state.

When this method is used, monitoring is performed based on a {list of events} that are evaluated by the Zero
Trust Policy to determine compliance and potentially re-evaluate Policy Actions. How the Service Provider
describes the events in the {list of events} is beyond the scope of this document and would be specified in
the Service that uses this ZTF.

[R122] The Service Provider MUST support the event-based monitoring method

[R123] When the value of the Continuous Monitoring Method Service Attribute parameter Event
is not None, the Service Provider MUST provide the {list of events} that can be used with
this monitoring method

[R124] For each Actor Session being monitored using the event-based monitoring method, the
Service Provider MUST allow the Subscriber to select one or more events from the
Continuous Monitoring Method Service Attribute parameter {list of events} specified in
[R123] to be able to apply a Policy Action

18.3 Data-Driven Monitoring Method

Data-driven monitoring uses artificial intelligence (Al), machine learning (ML), or data trending to
determine anomalous behavior of an Actor that results in a decision for which Policy Actions may need to
be taken. The decision is then analyzed to determine if the system state has changed (to a less desirable
state). If it has, then one or more Policies Actions are executed to return the system state to an acceptable
state.

When this method is used, monitoring is performed based on a {list of decisions} that are evaluated by the
Zero Trust Policy to determine compliance and potentially revise Policy Actions. How the Service Provider
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describes the decisions in the {list of decisions} is beyond the scope of this document and would be specified
in the Service that uses this ZTF.

[D13] The Service Provider SHOULD support the data-driven monitoring method

[CR6]<[D13]When the value of the Continuous Monitoring Method Service Attribute parameter
Data is not None, the Service Provider MUST provide the {list of decisions} that can be
produced by this monitoring method

An example of the {list of decisions} could be as follows:

e Take no new Policy Action, i.e., use currently defined Policy Actions

e Override Policy Action with a different Policy Action based on the recommendation of the ML
algorithm

Another example of the {list of decisions} could be the notification of possible actions to take based on
predefined threat Risk assessment levels. In this example, using a color-coding scheme for Risk with green
being the least amount of Risk, yellow being an acceptable amount of Risk, and red being the highest
amount of Risk.

e Green Risk level - take no new Policy Action, i.e., use currently defined Policy Actions for the
User, Device, or Application

e Yellow Risk level - propose taking a modified Policy Action, e.g., Allow but provide additional
monitoring of the User, Device, or Application

¢ Red Risk level - override Policy Action and Block the User, Device, or Application

An example of the Continuous Monitoring Method Service Attribute where only the time-based monitoring
method is used is described below using a JSON format with parameter-value pairs for the Service Attribute
parameters and their respective values.

{"ContinuousMonitoringMethodServiceAttribute": [
{ "Time":"30" },
{ "Event":"None" }
{ "Data":"None" }

13
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Appendix A Use Cases for Policy End Points Placement (Informative)

This section illustrates the placement of Policy End Points (EP) for different use case scenarios. It is only
meant to be informative as they are different use cases and scenarios for placement of Policy End Points.

A.l

VPC or Private Cloud

Subject Actor
* Application 1

Target Actor
* Application 2

A 4

Policy EP

Policy EP

Figure 8 - Policy EPs in same Cloud

A.2

VPC or Private
Cloud B

VPC or Private
Cloud A

Subject Actor
* Application 1
(APIs)

Target Actor
* Application 2
(APIs)

Policy EP
\ 4
Policy EP

Figure 9 - Policy EPs in different Clouds

Use Case for Policy EP placement for Applications within a Cloud

In use case A.1, Application 1, the Subject Actor,
wants to access Application 2, the Target Actor.
Applications 1 and 2 could be microservices
running in containers or virtual machines (VMs) in
a private cloud or virtual private cloud (VPC). A
Policy End Point in the cloud is where Policies are
enforced which could either Allow, Block or limit
Application 1’s access to Application 2.

Use Case for Policy EP placement for Applications between Clouds

In use case A.2, Application 1 in Cloud A (Subject
Actor) wants to access Application 2 (Target Actor)
in Cloud B. Applications 1 and 2 could be
microservices running in containers or VMs in a
private cloud or VPC. Each cloud could be running
in the same physical facility or different locations,
e.g., in different availability zones for one or more
cloud service providers. A Policy End Point in each
cloud is where Policies are enforced which could
Allow, Block or limit Application 1 APIs access to
Application 2 APIs.

A3 Use Case for Policy EP placement for Applications on loT Device and Applications in a Cloud

: : In use case A.3, Application 1, a video capture
loT Device VPC or Private Cloud Application (Subject Actor) operating in an loT
o N device wants to access Application 2, a video

Subject Actor w w | Target Actor i icati i
-Application 1 | 2 »| Z | Application 2 processing Appllcatl_on (_Target Actor) operating
(Video Capture) E E (Video Processing) in a cloud. Appl"_:at"_)n 3, a _temperature
measurement  Application (Subject Actor)
Subject Actor o & | Target Actor operqting_ in an loT device, wants to access
'E&pplication 3 > > 'J{ﬂ\pp!icationﬁl Application 4, a temperature processing

Temperature = = Temperature i~nti P P

Messarement) | @ S| Processing) Application (Target Actor) operating in a cloud.
A Policy End Point in the 1oT Device is where

Figure 10 - Policy EPs on 10T Device and Cloud

in the cloud and could Block Application 1’s access

Policies is enforced which could Allow, Block
or limit Application 1’s access to Application 2
to Application 4 in the cloud. A Policy End Point in

the 10T Device is where Policies are enforced which could Allow, Block or limit Application 3’s access to
Application 4 in the cloud and could Block Application 3’s access to Application 2 in the cloud.
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A.4  Use Case for Policy EP placement on Edge Appliances and in Cloud

VPC or Public
Cloud

loT Device O a R

Internet > large or
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* Device Internet a
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- 4 o >
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Figure 11 - Policy EPs on SD-WAN Edges and in Cloud

In use case A.4, an IoT Device is a Subject Actor that wants to access Application 1, a Target Actor

operating in a cloud. Application 2 is the Subject Actor running on a laptop Device that wants to access
Application 3, a Target Actor operating on a server.

For the 10T Device and laptop and server, the Policy End Point is located on an edge Device, e.g., SD-WAN
Edge. Note that the edge Device in this use case provides an Internet breakout to connect to a VPC or public
cloud where Application 1 is running. The Policy End Point on the SD-WAN Edge, on the left side of
Figure 11, is where Policies are enforced which could Allow, Block, or limit the IoT device’s access to
Application 1 in the cloud and could Block the 10T Device’s access to Applications 2 and 3.

A.5 Use Case for Policy EP placement on Residential Internet Gateway and in Public Cloud

Public Cloud
Application

Laptop . o

o Lt "é Target Actor
Subject Actor 5 Gateway = | * Application 1
* Device a a

Figure 12 - Policy EP on Residential Internet Gateway and in Public Cloud

In use case A.5, a laptop Device is the Subject Actor that wants to access Application 1, a Target Actor
operating in a public cloud. This would be a common use case for an employee working from home using
an employer-supplied laptop and employer-supplied (directly from employer or from a service provider
contracted by employer) Internet Gateway. The Internet Gateway could have an integral router, firewall

and Wi-Fi access point and connects to a broadband access demarcation device such as a cable modem that
connects to the Internet.

The Policy End Point is located in the Internet Gateway and is where Policies are enforced which could
Allow, Block, or limit the Laptop’s access to Application 1 in the cloud.
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Appendix B Use Case Example for Actor Delegation (Informative)

This section illustrates the delegation of privileges between an Originating Actor and a Recipient Actor.

Trust Domain A
Subject Actor -« » Target Actor

1. No Delegation

Trust Domain B
Subject Actor
(Originating Actor)
T

Originating Actor :
delegates some or |
all privilegesto |
i
i
i
1

Recipient Actor 1
L Trust Domain C

Subject Actor
(Recipient Actor)
7

»  Target Actor

2. Subject Actor (Originating Actor) Delegates Privileges to Recipient Actor
Figure 13 - Subject-Target Actor Interaction with and without Delegation

Figure 13 illustrates Subject Actor and Target Actor interaction with and without delegation. Case 1
illustrates no delegation between a Subject Actor and Target Actor. The Subject and Target Actors share a
single Trust Domain (Trust Domain A).

Case 2 illustrates delegation of some or all of the Subject Actor privileges (the Originating Actor assigned
the privileges) to a Recipient Actor (the receiver of privileges from the Originating Actor). This delegation
enables the Recipient Actor to access a Target Actor as if they were the Originating Actor within the
constraints of the privileges granted to the Recipient Actor if not all privileges were granted. Furthermore,
in Case 2, the Originating (Subject) Actor can also access the Target Actor as they would have in the case
with no delegation as in Case 1. Note, to simplify the diagram, this case is not illustrated in the case with
Delegation. In Case 2, there are two Trust Domains (Trust Domains B and C). The Originating (Subject)
Actor and Recipient (Subject) Actor are in Trust Domain B, since a trust relationship must exist between
them. Recipient (Subject) Actor is also in Trust Domain C with the Target Actor since a trust relationship
must exist between them.

MEF © MEF Forum 2024. Any reproduction of this document, or any portion thereof, shall contain the following  Page 70
Standard statement: “Reproduced with permission of MEF Forum.” No user of this document is authorized to modify
MEF 118.1 any of the information contained herein.



YA Zero Trust Framework for MEF Services

MEF

Appendix C Converting Trust Confidence Score to Risk Score (Informative)

If a Threat Monitoring Service provides a score in the form of trust confidence (opposite of Risk), i.e., the
higher the number, the higher the trust confidence or lower the Risk, then the Service Provider must convert
the number to a Risk score.

Below is the mathematical model to use to convert a trust confidence score to a Risk score.

TCS: The trust confidence score (TCS) is the value of trust confidence provided by a Threat Monitoring
Service

TCS range: The trust confidence score range is the maximum set size provided by a Threat Monitoring

Service, e.g., a TCS range of 10 could have the values 1-10 and a TCS range of 50 could have
values 1-50.

TCS
TCS range

For example, if a Threat Monitoring Service provides a TCS Range from 1 to 10 where 10 is the highest
confidence and 1 is the lowest confidence, and they provide a TCS of 3, then the Service provider must
convert a TCS to a Risk score (value) or RiskScore (percentage) as defined in section 17.3.1.3.

Risk score = <1 - )x TCS range

) 3
Risk score = (1 — E)X 10=7

Therefore, in this example, a trust confidence score of 3 equates to a Risk score of 7.
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Appendix D Event-based Continuous Monitoring and Security Function Examples
(Informative)

This section describes examples of Event-based Continuous Monitoring for an IP Service that uses Security
Functions specified in MEF 138 [16].

The Subscriber uses an IP-based Service from the Service Provider. The Service Security Policy [16],
agreed between the Subscriber and Service Provider, includes adherence to MEF 118.1 Zero Trust
Framework, and MEF 138 Security Functions for IP-based Services.

The Service uses Event-based Continuous Monitoring, with Security Function Actions, e.g., Allow, Block,
or remove malware. Other Events, unrelated to Security Function Actions, may also apply.

The Service determines how much a Subject Actor’s Risk Score changes due to the Security Function
Actions. A changing Risk Score can change the Policies that get applied.

D.1 Example 1

Subject Actor A attempts to access a Target Actor on the Internet. The destination IP address of the Target
Actor is on the IP, Port and Protocol Filtering Security Function [16] Block List. The Service Flow [16] is
blocked by the IP, Port and Protocol Filtering Security Function. This produces an Event in the Continuous
Monitoring function in the Zero Trust framework. However, since this is an isolated Event, the Service
Security Policy [16] determines that the Risk Score associated with Subject Actor A remains at a low (green)
Risk Level and takes no new Policy action.

D.2 Example 2

Subject Actor B accesses a Target Actor on the Internet. Malware is detected in the returning IP Service
Flow from the Target Actor. The malware is removed by the Malware Detection and Removal Security
Function [16]. The Continuous Monitoring function captures this as the second Malware Event in a day for
Subject Actor B. The Service Security Policy [16] increases the Risk Score, associated with Subject Actor
B, from low to moderate (yellow) Risk Level, which then triggers a reauthentication of Subject Actor B as
the Policy action. In addition, a more stringent Service Security Policy is applied, further restricting which
Target Actors Subject Actor B can access.

D.3 Example 3

Subject Actor C experiences multiple, different Service Flow Blocks by different Security Functions within
a 4-hour window. Because these events fit to a pattern typical of a malicious actor trying to attempt access,
the Service Security Policy increases the Risk Score, associated with Subject Actor C, to high (red) Risk
Level. This requires a reauthentication of the Subject Actor and enforcement of a stricter Service Security
Policy further limiting which Target Actors Subject Actor C can access.
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Appendix E  Continuous Monitoring Use Cases by Actor Type (Informative)

In a Zero Trust Framework, the User, Device, or Application Actor need to be Identified, Authenticated,
and Continuously Monitored. As defined in section 18 of this document, Continuous Monitoring of the
Actor, is performed and reevaluated after a specified period of time (time-based), after a specific event
occurs (event-based), or after anomalous behavior is detected based on machine learning (data-driven). For
simplicity, this section will focus on Subject Actors.

E.1 User Actor Continuous Monitoring Use Case
User Subject Actor Identity

A Zero Trust Framework requires each User Subject Actor to be validated through an IdP to verify their
Identity via the UserID parameter in the User Identity Service Attribute defined in section 9.1.1. Multi-
Factor Authentication (MFA) for the User Subject Actor is used when accessing sensitive or critical Target
Actors. Time-based, Event-based or Data-Driven Continuous Monitoring can be used. With User Actors,
Time-based Continuous Monitoring is commonly used and requires the User to verify their identity when
the duration of time t specified by the Service elapses, e.g., 720 minutes (12 hours).

User Subject Actor Geolocation

A Zero Trust Framework needs to validate the geolocation of the User Subject Actor. This can be
particularly significant to ensure compliance requirements are addressed. For example, Access Control
Policies may permit a User to access to specific Target Actors in the Subscriber’s network only when they
use source IP addresses within a particular geographic region, e.g., the European Union (EU), and if the
same User connects via an IP VPN from outside the EU, the User may be blocked if Access Control Policies
don’t permit anyone connecting outside of the EU.

User Subject Actor Risk Score

A Zero Trust Framework needs to assign a Risk score to each User Subject Actor per the RiskScore Service
Attribute in section 17.3.1.3. This User Risk score needs to be re-evaluated periodically or when it changes
to determine whether User Access overall, or to specific Target Actors needs to be restricted, e.g., if the
User Risk score exceeds a permitted level based on Access Control Policies. The Risk score can be
calculated by the Service Provider or obtained from an external Threat Monitoring Service.
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Unable to
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Target
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Figure 14 - Continous Monitoring of User Subject Actor and Target Actor
E.2 Device Actor Continuous Monitoring Use Case
Device Subject Actor Identity

A Zero Trust Framework requires each Device Subject Actor to be Authenticated to verify its Identity via
the Device Identity Service Attribute in section 9.2.1 of this document. Time-based, Event-based or Data-
Driven Continuous Monitoring can be used for Device Actors.

Device Subject Actor Device Type

The Zero Trust Framework must be able to Identify and Authenticate the Device type via the DevType
parameter in the Device Capabilities Service Attribute defined in section 9.2.3 of this document.

Device Subject Actor Device OS

Whenever possible, the Zero Trust framework should Identify and Authenticate the operating system
running on the Device via the DevOS parameter in the Device Capabilities Service Attribute defined in
section 9.2.3 of this document.

Device Subject Actor Device Geolocation

A Zero Trust Framework should validate, however possible, the geolocation of the Device Subject Actor.
This is important for stationary Devices to ensure that they are not moved from their designated location.
This is also important for non-stationary Devices to ensure that the Devices operate within the permitted
geolocation per their Zero Trust Security Policies.
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Figure 15 - Continous Monitoring of Device Subject Actor and Target Actor
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E.3 Application Actor Continuous Monitoring Use Case
Application Subject Actor Identity

A Zero Trust Framework requires each Application Subject Actor to be Authenticated to verify its Identity
via the Application Identity Service Attribute in section 9.3.1 of this document. Time-based, Event-based
or Data-Driven Continuous Monitoring can be used for Application Actors.

Application Subject Actor Application Type

The Zero Trust Framework must be able to Identify and Authenticate the Application type via the AppType
parameter in the Application ldentity Service Attribute defined in section 9.3.1 of this document.

Application Subject Actor Application Version

The Zero Trust Framework must be able to Identify and Authenticate the Application version via the
AppVersion parameter in the Application ldentity Service Attribute defined in section 9.3.1 of this
document.

Application Subject Actor Application Geolocation

A Zero Trust Framework should validate, however possible, the geolocation of the Application Subject
Actor. This is important for stationary Applications to ensure that they do not operate outside their
designated location. This is also important for non-stationary Applications to ensure that the Applications
operate within the permitted geolocation per their Zero Trust Security Policies.
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Figure 16 - Continous Monitoring of Application Subject Actor and Target Actor
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Appendix F Use Case Example for User-to-User Actor Zero Trust Interactions
(Informative)

In this use case, a Service Provider provides Service support, e.g., Service change or information requests,
for Subscribers via only two methods:

1. A Subscriber web portal to access
2. A phone number (“hotline”) that the Subscriber calls for support

The Service Provider also has physical offices. However, an office visit by a Subscriber is atypical and thus
not expected as a method to request Service support.

The web portal access method is well understood and the User Actor (person using the web portal) as well
as the Application Actor (the web portal) are readily addressed in this Zero Trust Framework. However, the
second method where a Subscriber (User Actor) calls a support phone number is more nuanced because the
interaction is commonly between people (User Actors) and the communication method may be verbal or
chat message.

The second method where Subscribers (User Actors), subsequently referred to as Users, who call a Service
Provider support phone number, is described below via an example.

For the method above when Users call a Service Provider support phone number, a Service Provider sets
up the following Zero Trust Policies for all Users:

e Users who call for support must have an active web portal account and must know their username,
email address, and phone number for their account.

e Based on which option the User selected in the portal account profile’s MFA method to use, the
Service Provider will send either an email or SMS text message (if a mobile phone number has
been provided) with a code.

e |f the User is unable to authenticate:

o The Service Provider should generate a notification, e.g., SMS text message or email, to the
pre-defined administrative contact for the Service, with the details of the event.

o The event will be reported as a failed Authentication attempt by the Subject User and may lock
the Subject User from accessing the Service Provider support phone number (Target User), if
the Subject User has attempted a certain number of failed Authentication attempts based on the
Service Provider’s Policy for number of failed Authentication attempts.

e |f the User is able to authenticate:

o The User must provide this code to the support person to access the User’s account as a
Delegate. In this case, the User is the Originating Actor, and the Delegate is the Recipient Actor
(refer to Appendix B).

o The Service Provider’s support person (Recipient Actor) then logs in as a Delegate of the User
(Originating Actor).

o Information accessed or changes made will be logged as requested by the assisting support
person (Recipient Actor/Delegate).
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o Finally, the Service Provider’s Zero Trust Policies will enforce the level of privileged access
permitted for the Recipient Actor (support person) while they are logged in as a Delegate of
the Originating Actor

Since a User Actor visiting the Service Provider’s office for support is atypical, when a User Actor attempts
this method, they will be directed to one of the two supported methods, i.e., login to a web portal or call the
support hotline phone number. No other method of support should be permitted since any other interaction
with office personnel would violate the Service Provider’s Zero Trust Security Policies and could be an
attempt by a bad actor to access the Subscriber’s account for malevolent purposes.

With an in-person visit, logging the visit is important. Each attempt to request in-person support should be
documented with a recording or photo from in-building security cameras and the Service Provider should
generate a notification, e.g., SMS text message or email, to the pre-defined administrative contact for the
Service, with the details of the event.
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Appendix G Major Changes from MEF 118 (Informative)

The following lists the major changes from MEF 118 [15]:

New section 8.4 added which discusses MFA and introduces a requirement that MFA be supported
for User Actor Authentication.

New section 8.5 added which discussed requirements for logging successful and failed
authentication requests that can assist in identifying the root cause of security breaches.

New section 16 added that introduces Zero Trust requirements for non-programmatic, User-to-User
interactions which occur when a Subject User Actor interacts with a Target User Actor, e.g., verbal
communications directly between people or between a person and an Al-driven chatbot acting as a
proxy for a person. Such interactions are common when using social engineering techniques where
a User, impersonating a legitimate User, seeks to obtain access to legitimate User’s information for
malicious purposes.

New section 17.3.1 added that introduces an Actor’s Risk Score for Subject and Target Actors and
a new Actor RiskScore Service Attribute

New informative Appendix C added which introduces the term Trust Confidence Score which may
be provided by a Risk Monitoring Service as opposed to a Risk Score. The section provides a
mathematical model for how to convert a Trust Confidence Score to a Risk Score for use in the
RiskScore Service Attribute

New informative Appendix D which provides examples of Event-based Continuous Monitoring
for an IP Service that uses Security Functions specified in MEF 138 [16]

New informative Appendix E which provides example use cases for Continuous Monitoring of
User, Device, and Application Actors

New informative Appendix F which provides example use cases for Authenticating and
subsequently Allowing or Blocking User-to-User Actor interactions based on Security Policies
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